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A 1996 United States federal law called the Health 
Insurance Portability and Accountability Act (HIPAA),

also known as the Kennedy-Kassebaum Act, establishes
regulations designed to protect health insurance benefits as
well as sensitive information about the insured. HIPAA offers
workers who change employment better
access to health insurance coverage
by limiting exclusions for preexisting
conditions and prevents health plans
from denying people health insurance
based on their health status. This act
has a major impact on the IS world, as
HIPAA calls for the development and
implementation of uniform national
standards for the secure electronic
transmission of health information by
the year 2002.

In the Internet era, comprehensive
security protection in the enterprise
data network must be a central part of
any organization's HIPAA compliance
planning. This article discusses network
security technologies and introduces tools and solutions to
help IS professionals in healthcare organizations implement
secure, reliable and manageable data networks that enable
compliance with HIPAA requirements.

HIPAA: PROTECTING THE SECURITY OF
CONFIDENTIAL DATA

HIPAA imposes regulations on the Department of Health
and Human Services (DHHS), other federal agencies, state

Medicaid agencies, private health plans, healthcare providers,
and healthcare clearinghouses to assure their customers (i.e.,
patients, the insured, providers, and healthcare plans) of the
confidentiality and privacy of healthcare information that is
electronically collected, maintained, used or transmitted.

Confidentiality of information is
generally threatened by the risk of
unauthorized access to stored informa-
tion as well as the risk of interception
while such data is in transit. The
threats to confidential data kept in
electronic format are no less serious
than those to paper-based records. In
fact, the Internet introduces additional
challenges and security exposures for
electronic data, potentially placing it
at much higher risk than data kept in
secure filing cabinets behind locked
doors. Methods are available today to
ensure the protection of health infor-
mation that is stored and transmitted in
electronic format. However, electronic

storage and transmission of data requires organizations to
adjust their information security policies — and in some
cases to establish such policies for the first time. Ensuring an
appropriate and consistent level of information security for
computer-based patient records, both within individual
healthcare organizations and throughout the entire healthcare
delivery system, also requires consistent and compatible
security policies among different organizations.

Since an organization's communications network becomes
the principal medium for electronic delivery of healthcare
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information, optimal network design for secure delivery of infor-
mation becomes a crucial task for healthcare providers.

WHAT DO INFORMATION TECHNOLOGY
PROFESSIONALS NEED TO DO ABOUT HIPAA?

We believe that compliance with HIPAA regulations will take
many more person hours and potentially twice the dollars spent on
Y2K1. Why? For starters, during the past few years, providers have
been so focused on achieving Y2K compliance that initiatives such
as updating information security plans, security training, documentation
and disaster recovery have been put on the back burner. Also, the
demands of new client/server systems, virtual private networks
(VPNs) and e-commerce add to the increasing complexity of main-
taining the security of patient information. Now, because of
HIPAA, providers will have to play catch up and fast, since sites
must be HIPPA-compliant by 2002. To help clarify this situation,
we have defined a set of 10 critical success factors that must be in
place to ensure a secure and confidential information infrastructure:

1. An Overall Information Security Plan for all Systems:
Maintaining the security of patient information is not just an IT
issue; it's an organization-wide initiative.

2. Secure User Authentication: This refers to the use of identifiers,
passwords and other devices (e.g., biometric systems) to control
who can access patient data in your computer system.

3. Access Control Mechanisms: This refers to the use of technology
to restrict the ability to view, update and print patient data
according to who the user is and what needs he has to access
that record.

4. Information Access Monitoring/Audit Trails: Monitoring
who accesses information and being able to audit instances of
suspected security breaches are fundamental requirements of
ensuring patient confidentiality.

5. Physical Security and Disaster Recovery: The overall goal of
Physical Security and Disaster Recovery planning is to ensure
that essential services are maintained or restored quickly during
a disaster situation.

6. Protection of Remote Access Points and External Electronic
Communications: Securing information at the point of data
origin and throughout the information transmission process is a
key requirement of impending HIPAA legislation.

7. Data Integrity Monitoring: As providers begin to implement
processes improving technologies such as digital signature
capability for medical staff, HIPAA legislation will mandate
that these systems have non-repudiation functionality built in.

8. Organizational Practices for Communication and Awareness
of Security and Confidentiality Practices: A secure information
infrastructure is only as good as the employees and medical staff
who use these systems.

9. Risk Assessment for All Systems: Providers should assess the
strengths and weaknesses of all systems with regard to security
and confidentiality.

10.Documentation of All of the Aforementioned: Critical to
every provider's HIPAA compliance effort will be the process of
documenting all of the aforementioned activities and keeping
this information up to date.

THE IMPACT ON THE NETWORK:
SECURING YOUR IT INFRASTRUCTURE

According to a recent survey by the Healthcare Information and
Management Systems Society (HIMSS [www.himss.org/]) top
security concerns include:

● limitations of existing security technology

● external breaches of security

● unauthorized use of data by third-parties

It's important to note that all threats aren't necessarily external. In
fact, the FBI Computer Crime Unit reports that more than 80 percent
of all network security breaches are inside jobs — disgruntled or
dishonest employees with their own particular agendas. HIMSS
survey respondents paint a similar picture. A computer networking
system can be attacked in a number of ways, as shown below,
resulting in differing degrees of damage:

● Denial of service: The attacker disrupts the smooth flow of
information by crashing or overloading a critical device such
as a server, router or firewall. This is an attack on the availability
of information.

● Theft of information: The attacker acquires information that
is proprietary to the organization. This can be achieved by
eavesdropping, by masquerading as an authorized entity, or
simply by a brute-force attack such as the use of a computer
program that guesses passwords. This is an attack on the
ownership of information and intellectual property.

● Corruption of data: The attacker either destroys or corrupts
data stored on disk or corrupts data as it is transmitted across
the network. This is an attack on the integrity of information.

Threats to the availability, ownership and integrity of information
assets can arise at any of the following locations, as shown in
Figure 1:

FIGURE 1: POTENTIAL SECURITY BREACHES

1. Many industry analysts share this prediction about cost of HIPAA compliance for
healthcare organizations in the U.S. surpassing Y2K several folds. Based on the last-minute
very costly experience of Y2K, some forecasters, however, suggest extra-long term
planning for the next major computer obstacles. For additional more information go to
www.attrition.org/attrition/10000.html and www.y5b.com.
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● the people who use the system
(divulging passwords, losing token
cards, etc.)

● internal network connections such as
routers and switches, interconnection
points such as gateways between
corporate intranets and the Internet

● third-party network carriers such as
long-distance carriers and Internet
Service Providers (ISPs)

● application-level imposters,
eavesdroppers and attackers

Establishing adequate or even impenetrable
security at one point of attack while leaving
one or more of these other points uncovered

is like posting a guard at the front desk and
leaving the company's doors and windows
wide open. An employee seeking revenge or
a serious thief will try every avenue of entry,
particularly if the value of the information is
great and the access is relatively easy.

THE BUILDING BLOCKS
OF A SECURE NETWORK
INFRASTRUCTURE

Security and high availability (a.k.a. the
"four nines" or 99.99 percent) are among
the most important design criteria for
today's networks. A properly designed
network infrastructure that maximizes the

benefits of networked data communications
must contain the following elements:

● physical protection – where are you?
● user authentication – who are you?
● access control – what asset(s) are you

allowed to use?
● encryption – what information should

be hidden and how?
● management – what is happening within

the network?

An enterprise may employ any or all of
these elements to achieve integrity and
access control. The best strategy depends on
the risk involved, the cost of the deployment
and the cost of a security breach or lost data.
And, for securing the integrity of information
while maintaining availability of information
assets must:

● allow access to information by
authorized parties

● implement policies to determine who is
authorized for what kind of access to
which information

● employ a strong user authentication
system

● deny malicious or destructive access to
any information asset

● protect data from end to end

SECURING INFORMATION
AT THE DESKTOP

Computer viruses, Trojan-horses and
other malicious "electronic creatures" are
among the most serious threats to desktop
computers. Since there are so many different
viruses, operating systems, and ways of
encoding and compressing binary files, an
Internet firewall cannot be expected to
accurately scan each and every file for
potential viruses. Therefore anti-virus software

TECHNICAL SUPPORT • MAY 2000

Key Size
Number of Keys
32 bits = 232
4.3’ 109 keys
56 bits = 256
7.2’ 1016 keys
112 bits = 2112
5.2’ 1033 keys
128 bits = 2128
3.4’ 1038 keys
168 bits = 2168
3.7’ 1050 keys

FIGURE 2: NUMBER OF POSSIBLE
ENCRYPTION KEYS IS A FUNCTION
OF KEY SIZE 

LEARNING MORE ABOUT INTERNET SECURITY

For the latest information concerning attacks on Internet sites, contact the
CERT/CC (Computer Emergency Response Team/Coordination Center) of
www.cert.org. CERT periodically publishes warnings and summaries regarding the
various types of attacks that have been reported to their incident response staff.
These reports also contain information and solutions for defeating each type of
attack. New or updated files are available for anonymous FTP from ftp://info.cert.org,
and past summaries are available from ftp://info.cert.org/pub/cert_summaries.

For more information concerning the techniques employed by hackers, track the
following USENET newsgroups:

• comp.security.announce
• comp.security.mis
• comp.security.uni
• alt.2600
• alt.wired
• alt.hackers
• alt.security

Additional information on the technology and specific offerings can be obtained at:

• http://healthcare.3com.com/securitynet
• http://www.3com.com/technology/tech_net/white_papers/503023.html
• http://www.3com.com/technology/tech_net/white_papers/500651.html
• http://www.esj.com/fullarticle.asp?ID=3159944456pm
• http://pubs.comsoc.org/ci1/public/1997/mar/internet_column.html
• http://pubs.comsoc.org/ci1/public/2000/jan/ciint.html
• http://www.3com.com/technology/tech_net/white_papers/500619s.html
• http://www.3com.com/technology/research/presentations/sectut4/index.htm
• http://pubs.comsoc.org/ci1/public/1997/nov/internet_column.html
• http://www.3com.com/technology/tech_net/white_papers/500649.html
• ftp://ftp.csua.berkeley.edu/pub/cypherpunks/Home.html
• http://ciac.llnl.gov
• http://www.cs.purdue.edu/coast
• ftp://info.cert.org
• http://www.cert.org

LEARNING MORE ABOUT INTERNET SECURITY
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has to be deployed at each desktop to protect against infection from
floppy disks or any other source.

Encrypting sensitive data on end users' devices (i.e., workstations,
desktop and laptop computers, and even Personal Digital Assistants
PDAs [such as Palm Pilot or similar devices]) is just as important.
Encryption is used to protect against eavesdropping. It renders
information private by making it unreadable to all except those who
have the key needed to decrypt the data. It doesn't matter whether a
third-party intercepts packets over the Internet; the data still cannot
be read. This approach can be used throughout the enterprise network,
including within the enterprise (intranet), between enterprises
(extranet) or over the public Internet to carry private data in a VPN.

The degree of protection afforded by encryption depends upon
the strength of the encryption algorithm. Against brute-force
attacks, that strength is determined by the number of possible keys,
which in turn is defined by the key size, as shown in Figure 2.

A recent brute-force attack was able to try 245 billion keys per
second. With this type of computing power, an intruder could try all
possible 56-bit keys in 81 hours, finding the key in an average of 40
hours. However, with 112-bit key and the ability to try 245 billion
keys per second, it would take an average of 336 trillion years to
discover the key. A Triple Data Encryption Standard system (3DES)
uses either 112-bit or 168-bit keys.

SECURITY ACROSS THE ENTERPRISE

As illustrated previously, security starts with well defined and
monitored security policies. Next, is the implementation of an
efficient and robust data encryption on the end users' devices and
the Network Interface Cards (NICs). Just as important, however, is
implementation of security polices on the corporate LANs. 3Com
has developed best-of-breed security technologies for each and
every component in the end-to-end networking paradigm. In fact,
one of the most important technologies for LAN security policing
Extensible Authentication Protocol Over Ethernet (EAPOE )
currently developed by the IEEE P802.1x/D1 working group is
based on the network login technology pioneered by 3Com.

CONTROLLING ACCESS BY USER

Proof of identity is an essential component of any security system.
It's the only way to differentiate authorized users from intruders.
User authentication to the network is a necessity for any enterprise
that is serious about protecting information assets and knowing
who is attempting to gain access to the network. Authentication
becomes particularly important when some of the more sophisti-
cated communication methods are used.

In addition to proving identity, authentication systems are
used to determine what information the requestor can access
(i.e., a human resources database or corporate financial data-
base). True authentication generally incorporates two or three of
the following elements:

● what the user has or possesses (smart card, certificate)

● what the user knows (password)

● a physical attribute (fingerprint or other biometric information)

Authentication is most often achieved through challenge and
response, digital certificates, or message digests and digital signatures.

Challenge and Response
In this authentication method, a software agent within a database

system or a workgroup server presents the person requesting access
to a resource with a challenge, most often requesting a username
and password. This is the most common form of security and one
that is easily broken when passwords are not carefully chosen
and maintained.

Digital Certificates
One of the earliest uses of digital certificate technology was

Privacy Enhanced Mail, the predecessor to S/MIME (Secure/
Multipurpose Internet Mail Extensions), a widely used specification
that brought a higher level of security to email through encryption
and digital signature-based authentication. Since their introduction,
the use of digital certificates has grown steadily.

Digital certificates are essential components of a Public Key
Infrastructure (PKI), which can be generally defined as a security
system that consists of protocols, services, and standards that
support applications of public key cryptography. Public key
cryptography is used to validate messages that have been digitally
signed. Such messages can be simple email or part of a protocol for
establishing a secure communications session. The sender of the
message to be authenticated digitally signs the message using a
private key. The signature can be validated using the sender's cor-
responding public key, which is contained in the sender's certificate
and can either be sent along with the message or retrieved from a
certificate repository.

The association between the sender's identity and the sender's
public key can be authenticated through a digital certificate issued
by a trusted Certificate Authority (CA). The CA certificate is issued
in advance to all parties, and its public key can be used to authenticate
the public key in the sender's certificate. When the sender's public
key has been validated, it can be used to authenticate the digital
signature of the message itself. Since the CA certificate is already
available to both the sender and receiver, this method can be used
to authenticate messages in either direction without contacting a
third party.

FIGURE 3: AUTHENTICATION WITH DIGITAL SIGNATURES
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To implement a secure certificate or
signature system, as shown in Figure 3, the
following conditions must be met:

● a certificate authority service provider
or software package must issue a
certificate to all potential senders
and receivers

● the receiver must be able to use the
CA certificate to verify the sender's
public key

● the sender's authenticated public key
must then be used to verify the digital
signature of the message itself

Although a digital certificate system can
affect the performance of heavily used
servers, this is usually not the case.
Typically, the client provides the certificate,
in which case the authenticator does not
need to perform any server access.
Moreover, the value of preventing a security
breach often far out-weighs the inconve-
nience of slightly delayed access.

SECURITY FROM THE OUTSIDE

Access control governs a user's ability to
make a connection to a particular network,
computer or application, or to a specific
kind of data traffic. The increasing use of
the Internet is heightening the concerns of
network administrators about the security of
their network infrastructure and their
organization's private data. And, in light of
security regulations drafted by HIPAA,
these concerns are becoming even more
critical for healthcare providers.

What is so special about Internet security,
one may ask? And why are Internet security
concerns many magnitudes higher than
those for, say, public circuit, packet or
frame relay switching networks?

One of the key differences is the fact that
no single body is responsible for the
Internet. If, for example, a company were
using a certain carrier for public frame relay
service, this carrier would have contractual
obligations to deliver reliable and secure
services. With the Internet, such an
approach would not be applicable.

Another major reason is the growing
number of sophisticated users who are
"surfing" the net, sometimes with a clear
intention to break into someone's network
either as a "hobby" or for industrial espionage.
However, do not be fooled by the "innocent"
intentions of the "hobbyist" amateur hack-
ers; they have been known to cause some of
the most significant losses to organziations.

Firewalls are among the most efficient
and popular tools for addressing security
matters that offer a convenient point where
Internet security can be monitored and
alarms generated. It should be noted that for
organizations that have connections to the
Internet, the question is not whether but
when attacks will occur. Network adminis-
trators must audit and log all significant
traffic through the firewall. If the network
administrator doesn't take the time to
respond to each alarm and examine logs on
a regular basis, there is no need for the
firewall, since the network administrator
will never know if the firewall has been
successfully attacked!

An Internet firewall is the perfect point to
audit or log Internet usage. This permits the
network administrator to justify the expense
of the Internet connection to management,
pinpoint potential bandwidth bottlenecks,
and provide a method for departmental
charge-backs if this fits the organization's
financial model.

An Internet firewall can also offer a cen-
tral point of contact for information delivery
service to customers. The Internet firewall is
the ideal location for deploying World Wide
Web and FTP servers. The firewall can be
configured to allow Internet access to these
services, while prohibiting external access to
other systems on the protected network.

However, it is also important to empha-
size that an Internet firewall is not just a
router, a bastion host or a combination of
devices that provides security for a network.
The firewall is part of an overall security
policy that creates a perimeter defense
designed to protect the information
resources of the organization. This security
policy must include published security
guidelines to inform users of their responsi-
bilities; corporate policies defining network
access, service access, local and remote user

authentication, dial-in and dial-out, disk and
data encryption, and virus protection
measures; and employee training.

WHAT SHOULD IT PROFESSIONALS
BE DOING NOW?

Privacy and security provisions of
HIPAA are sound business and technology
practices that every patient care delivery
organization should be practicing. As more
patient data becomes accessible online, IT
professionals must assure that all users who
access the data are authorized, authenticated
and accountable. These systems must have
adequate audit trails inherently available and
all data available to the user must be accurate.

These are not necessarily technological
capabilities of systems; rather, these are
many times organizational policy, procedural
and educational issues that should be
addressed regardless of any law requirements.
Documentation of the aforementioned,
including proof that policies are indeed
audited and violations are dealt with, is critical
to assuring a sound, secure and ultimately
HIPAA-compliant program.

These issues can be addressed now. It is
critical for IT managers to assess their
security/data-access environments and to
educate their management teams in order to
be better prepared to address HIPAA's
stringent data privacy and confidentiality
requirements.

Regardless of what some vendors may
tell you, nobody can guarantee full-proof
security against any imaginable intruder. No
tool or technique will protect the network
100 percent. But a sound, up-to-date, and
continuously reviewed and improved security
policy and HIPAA compliance could cer-
tainly help to make it very expensive and,
hopefully, cost-prohibitive to compromise
network security.  
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