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One of the most
important aspects of
rolling out any new technology is

to provide a method to back up and recover the new compo-
nents. This is especially important when implementing Windows
2000 Active Directory. Many organizations will be developing very
complex infrastructures based upon Active Directory in the next
few years, and a solid backup and recovery plan is essential. 

This article will explain the options available for backing up and
recovering Active Directory, and demonstrate how to use the
NTBACKUP.EXE program provided with Windows 2000 to backup
and restore your Active Directory structure. While
NTBACKUP.EXE is not the most robust back up product available
to protect Active Directory, it does have one major advantage — it
comes bundled with Windows 2000. You do not need to purchase
any additional software or licenses to utilize NTBACKUP.EXE. If
you choose not to utilize NTBACKUP.EXE for your environment,
you should make sure that whatever product you do choose sup-
ports the backup and recovery of Active Directory. Two of the leading
products that support Active Directory are BackupExec from
Veritas and Networker from Legato Systems. 

AUTHORITATIVE VS.
NON-AUTHORITATIVE RESTORE

There are three types of Active Directory restores available to you:

◆ authoritative restore
◆ non-authoritative restore 
◆ partial authoritative restore

The type of restore you perform depends upon the nature of
the problem you have encountered with Active Directory. Let's
take a look at when and why you would use each of these types
of restores.

Authoritative Restore
Active Directory is a replicated database. Each domain controller

in a Windows 2000 network will contain a copy of the Active
Directory database. If all of the copies of Active Directory on all of
your domain controllers have become corrupted, you must perform
an authoritative restore. 
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When an authoritative restore is performed on a domain controller,
all of the other domain controllers are notified that an authoritative
restore has been performed. The other domain controllers will then
replace their copies of the Active Directory database with the copy
that was restored using the authoritative restore process. This
allows you to replace all copies of the Active Directory database
with a single restore process. 

The authoritative restore should be viewed as a "last resort"
option for recovering Active Directory. Only perform an authoritative
restore if you are sure that all of the replicated copies of Active
Directory are corrupted. If some of your domain controllers reside
at sites connected by WAN links, the refresh of the Active
Directory database at these remote domain controllers could be
very time consuming.

Non-Authoritative Restore
With a non-authoritative restore, the Active Directory database

is restored on a domain controller. After the restore completes,
the restored Active Directory database communicates with the
other domain controllers to receive any updates that were made
to Active Directory while the affected domain controller was
down. For example, let's assume that two domain controllers
exist on a network. A backup of Active Directory is taken on
Monday night. Tuesday afternoon, the hard drive on Server A
crashes. Server A is rebuilt and the Active Directory is restored
using Monday night's backup tape with the non-authoritative
restore process. After the restore, Server A communicates with
Server B to receive all of the Active Directory updates that
occurred from the time of the backup. Non-authoritative restores
are especially useful in WAN environments, since only the
updates to Active Directory need to traverse the WAN link after
the restore process.

Partial Authoritative Restore
You can perform a partial authoritative restore to restore a part of

the Active Directory database. This is useful in situations where a
single object or container is accidentally deleted. A partial authori-
tative restore is performed in the same manner as an authoritative
restore, but at the end of the process you specify which section of
the Active Directory is to be authoritative. The remaining sections
of the database are treated as a non-authoritative restore. 

PERFORMING THE ACTIVE DIRECTORY BACKUP

Windows 2000 introduces a new backup component known as
"System State," which is a set of files and settings that when
restored place the server back to the state it was in when the backup
was taken. Some of the entities contained in the System State
include the Active Directory database, the COM+ database, the system
registry and the Certificate Server. You must back up the entire
System State component in order to back up the Active Directory
database. Conversely, you must restore the entire System State
component to recover the Active Directory database.

Note: If you are planning to implement a third-party backup pro-
gram to protect your Windows 2000 servers, you must make sure it
supports the back up and recovery of the Windows 2000 System
State component.

When using the NTBACKUP.EXE program to back up a
Windows 2000 domain controller, you must make sure the System
State component is included in the backup. The following steps will

FIGURE 1: SELECTING WHAT TO BACK UP 

You must ensure that the "System State" component is backed up.

FIGURE 2: SELECTING THE SYSTEM STATE TO BACK UP 

You can select local and network drives as well as the "System State" component.

FIGURE 3: SAMPLE BACKUP REPORT 
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show you how to back up a Windows 2000
domain controller and its System State.

1. From the Domain Controller, click on
Start > Programs > Accessories >
System Tools > Backup.

2. Click on the "Backup Wizard" button
and the screen shown in Figure 1 will
be displayed. The first and third options
shown in Figure 1 will back up the
"System State" component. If you
choose the second option, you can
select the components you wish to back
up, including local and network drives
and the "System State" component, as
shown in Figure 2.

3. Continue through the Backup Wizard
screens to select a backup device and
media, then click on "Start Backup."
The "Backup Progress" screen will
show you the status of your backup as
it is being performed.

4. After the backup completes, you can
review the backup report by clicking on
the Report button on the "Backup
Progress" panel. Figure 3 shows a sam-
ple report of a backup of the "System
State" component.

Restoring Active Directory
In this section, I will examine how to

restore the Active Directory database using
a backup created by NTBACKUP.EXE. The
steps that are unique to an authoritative or
partial authoritative Active Directory
restore are mentioned within this section.

From the domain controller that is to have
its Active Directory database restored, perform
the following steps:

1. Re-boot the domain controller on which
the restore is to occur.

2. As Windows 2000 is coming up, press
F8 to enter the Windows 2000
Advanced Options menu. After pressing
F8, you will be prompted to select one
of the following startup options:

◆ Safe Mode
◆ Safe Mode with Networking
◆ Safe Mode with Command Prompt
◆ Enable Boot Logging
◆ Enable VGA Mode
◆ Last Known Good Configuration
◆ Directory Services Restore Mode

(Windows 2000 domain controllers only)
◆ Debugging Mode
◆ Boot Normally

3. Using the arrow keys, select "Directory
Services Restore Mode."

4. After your server boots in Directory
Services Restore mode, insert the tape
containing your "System State" backup
into your tape drive.

5. Start the NTBACKUP.EXE Restore
Wizard by clicking on Start > Programs
> Accessories > System Tools >
Backup > Restore Wizard.

6. Click on the "+" next to your tape drive
entry, then click on the "+" next to the
media entry for your backup session, as
shown in Figure 4. Click on the box by
the "System State" component.

7. Click on Next > Finish to start the restore.
The "Restore Progress" dialog box will be
displayed during the restore, showing you
the progress of the operation.

8. After the restore completes, you will be
prompted to restart the computer. If you
are performing a non-authoritative
restore, click on "Yes" to reboot the server.
After the server reboots, the restored ver-
sion of Active Directory will synchronize
with the existing domain controllers to
receive any changes that may have been
added to Active Directory while this
server was down. Once Active Directory
resynchronizes with the other domain
controllers, you are done.

If you're performing an authorita-
tive restore, click on "No" at the
server reboot prompt. An authorita-
tive restore requires that you perform
the following steps.

Note: The following steps are for authorita-
tive restores only! Authoritative Active

Directory restores should be performed
with caution.

1. While the domain controller is still in
Directory Services Restore Mode, start
a Command Prompt session. From the
command prompt, enter:

ntdsutil

2. You will be prompted with the following:

ntdsutil:

3. From this prompt, enter the following:

authoritative restore

4. You will then be prompted with the fol-
lowing:

authoritative restore:

5. From this prompt, you can enter "Help"
to display all of the authoritative restore
options available, as shown in Figure 5.

6. To restore the entire Active Directory
database, enter:

restore database

Note: You can use the authoritative
restore "Restore subtree" command to per-
form a partial authoritative restore for a par-
ticular object or container in the Active
Directory.

7. When the restore has completed, you
will receive a message indicating that
the restore was successful. You must
now reboot your server in normal mode.

CONCLUSION

Performing an Active Directory restore
can be a nerve-wracking experience. The
loss or corruption of the Active Directory
database could wreak havoc on your net-
work and cause many of your applications
and server services to fail. A fully tested and
documented Active Directory restore
process will give you great peace of mind
and help speed up the process of performing
an Active Directory restore.

When choosing a backup product for your
Windows 2000 servers, make sure it sup-
ports the backup and recovery of the servers’
System State component. You also should
not automatically rule out the use of the
native NTBACKUP.EXE backup program
for a third-party tool. NTBACKUP.EXE
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fully supports the System State component and can also be auto-
mated using a script. NTBACKUP.EXE supports media pools as
well as full, incremental and differential backups. Best of all, you
will incur no additional cost to implement NTBACKUP.EXE!  

NaSPA member John E. Johnston is the owner of a web development
company that specializes in e-commerce. John also performs contract
work on Novell, NT and UNIX networks. He can be contacted at
johnj@fast.net.

FIGURE 4: SELECTING THE "SYSTEM STATE"
COMPONENT FOR RESTORE 

FIGURE 5: ACTIVE DIRECTORY AUTHORITATIVE RESTORE OPTIONS 


