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e-Business in the Enterprise

The Role of the Directory in
e-Business and PKI

Discussions about e-business and PKI
architecture will include descriptions

of a key component, the directory, which is
needed to support the "public" side of 
e-business applications. This month, I'll
explore the role of the directory in a PKI;
next month's column will introduce the
idea of the meta directory and how it can
help streamline administration of your
enterprise network. 

THE PUBLIC DIRECTORY

Directories are used by a wide variety of
applications. System administrators are
most familiar with the network operating
system (NOS) and email directories
designed to store network user and resource
information. NDS, NT, UNIX and mainframe
systems all host their own directory database
and provide separate tools to administer
their directory. Email systems (i.e., Lotus
Notes, Exchange and Groupwise) also host
their own user database and are surprisingly
administered independent of their "tightly-
integrated" NOS (with the exception of
very recent releases which are not yet widely
deployed). Most likely, your organization
has several different directories that require
independent administration and contain
duplicate user information. In next month's
column, the concept of the meta directory will
be explored as a way to bring together infor-
mation contained in those directories while
providing a single point of administration.

The information contained in the enter-
prise NOS and email directories is considered
to be somewhat private to the organization.
That is, the directories are accessed by
authorized users and client software provided
by the NOS or email vendor. The concept
of allowing anonymous users with any
third-party, standards-based freeware client

(i.e., browsers) to access information stored
in these directories normally does not set
well with security policies. 

Outside the enterprise (on the Internet or
public network), the directory has a very dif-
ferent fundamental purpose: to be accessed
by whomever, whenever, using whatever
tools can be supported. For example, any of
the Internet's popular white or yellow page
search engines are merely an intelligent
web-application front to an LDAP or X.500
directory. By definition, these directories
are thought of as read-mostly databases
consisting of "People" entries that support
look up on names, personal details and
contact information. Using a 4.x version of
Netscape's Communicator address book or

Internet Explorer you can search the contents
of several pre-loaded LDAP-enabled direc-
tories on the Internet. If you experiment a
bit with some of these sites, you'll find that
different directories provide different types
of information. 

The role of the directory in a PKI is very
much like that of the Internet public directory
in that it must support access using browsers,
shareware LDAP clients and PKI-enabled
applications. In addition, most PKI directories
don't require authentication to the directory
itself, so look up operations are generally
completed anonymously. The PKI directory
is used to store users' public certificates and
to host the Certificate Revocation List
(CRL). Client requests to the PKI directory
are performed using the LDAP protocol. To
help understand how the directory interop-
erates with a PKI, examine Figure 1.

Note that a PKI typically does not "create"
enterprise users – it obtains user information
from an existing enterprise directory that is
LDAP-enabled. After the Registration
Authority (RA) has enabled Bob to be a PKI
end-entity, the LDAP directory will contain
his newly created public key (in the form of
a X.509 certificate). 

Other PKI users can then access Bob's
public key using a browser or email client
when configured to use the LDAP server
(using a simple DNS entry or IP address).
Using Bob's public key, others can send
him secure (encrypted) email or data.
Depending on the intelligence of the PKI
application or client, subsequent use of
Bob's certificate will require verifying that
the certificate is still valid. So, a query is
made to the directory's CRL service to see
if Bob's certificate is in the revoked list. If
not, then the certificate is assumed valid
and can be used again. If Bob's original
certificate is revoked, then the client can
perform another look up to see if Bob has a
new certificate. Perhaps he's still a valid
PKI member, but forgot his password or
suspects compromise, so he had a new key
pair generated. Or, perhaps Bob was fired
and removed from the system entirely, in

A key concept to deploying
PKI, then, is to digest the

fact that the certificate
authority (CA) server

must be very protected
and "trusted" while the

LDAP directory is 
considered very public,

open and not secure. The
nature of a public directory
in the enterprise, however,

may create concerns.
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which case you would not want others to
still send him secure information. In either
case, given a medium-sized PKI of about
5,000 users, the day-to-day result is a lot of
access to the PKI directory. 

A key concept to deploying PKI, then, is
to digest the fact that the certificate authority
(CA) server must be very protected and
"trusted" while the LDAP directory is con-
sidered very public, open and not secure.
The nature of a public directory in the enter-
prise, however, may create concerns.

DIRECTORY DILEMMA

Here's a dilemma for implementing PKI:
Should you use an existing directory or
deploy a separate one to host the PKI
requirements? Many PKI vendors are work-
ing to certify their products with Microsoft's

Active Directory as well as Novell’s NDS.
For example, using an LDAP interface,
some PKI vendors provide support using
your existing NDS directory to host your
PKI user's public certificates and central
CRL. If your PKI will be accessed by outside
entities (such as vendors or other organiza-
tions) you may want to consider deploying
a separate LDAP service on your network
DMZ. If access to your PKI is limited to the
enterprise only, the security of the directory
may not be the primary concern but you might
still want to consider a separate LDAP server
for performance and reliability reasons. 

From a design standpoint, if your existing
directory supports replication and partitions,
you can install a separate server to act as
your LDAP interface to the PKI while still
being a member of your enterprise
Directory Information Tree (DIT). A master-

replica (read-only) of the enterprise DIT
structure that includes OUs, basic people
information and end-entity certificate attrib-
utes can be stored on the designated LDAP
server. Knowing that changes and directory
administration are being performed on a
more secure, protected directory server and
that those changes are merely being syn-
chronized with the PKI LDAP server provides
an acceptable design for both performance
and security.

You can further customize the data that
the LDAP server hosts by incorporating a
meta directory product or a rule-driven
directory synchronization tool – that will be
next month's topic.  
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FIGURE 1: HOW THE DIRECTORY INTEROPERATES WITH A PKI
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