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EVERYsystems administrator or systems IT director has
faced this prospect: 8,000 users need to

migrate to a new version of a mission-critical application and
they need it to work smoothly and immediately. Failure
means lost productivity and clamoring hordes of frustrated
employees who are just trying to get their jobs done. Failure
also means the help desk is buried under calls from
people whose applications don’t work. With the
prospect of being pulled in a million differ-
ent directions by frantic pleas for help,
what systems administrator or IT
director wouldn’t dream of a PC that
could heal itself? That technology is
available today.

THE CHALLENGE:
PICKING UP WHERE
ELECTRONIC SOFTWARE
DISTRIBUTION LEAVES OFF

Traditional desktop systems manage-
ment solutions typically focus on electronic
software distribution and fail to address what
happens after applications have been distributed.
Most solutions can’t verify the success or failure of the instal-
lation itself and are not equipped to resolve frequently occurring
desktop problems such as configuration errors, “broken”
software, lost or deleted files and poor network performance.
While electronic software distribution does save significant
time and labor resources, extending it to verify the installation
and manage that application into the future is where the true
payoff is enjoyed.

Often times companies looking to deploy this type of solution
turn to framework vendors, which supply a centralized net-
work management function that typically includes a desktop

management and/or electronic software distribution module.
However, frameworks have increasingly been under fire for
their high failure rate. They may also be costly and difficult
to implement enterprise-wide with an implementation
process that typically takes anywhere from several months to
years. A significant problem with this time-to-implementation

issue is that the problem continues to exist while the
consulting and rollout occurs, significantly

delaying the return on investment (ROI) that
justified the purchase in the first place.

The faster a solution is deployed, the
more quickly the problem is solved
and the benefits are realized.

One alternative is to utilize a
solution that excels in the area of
electronic software distribution 
and automated management of
deployed applications. This type of

solution employs a technology called
integrity control management, which

guarantees the availability of critical
applications at all times, enabling worksta-

tion applications to become self-healing.

TECHNOLOGY BEHIND THE SELF-HEALING PC —
INTEGRITY CONTROL MANAGEMENT

Integrity control management, or what is often referred to as
self-healing PC technology, is based on a simple concept: When
a user clicks on an icon, the application should work. Self-healing
PC technology extends the traditional idea of desktop systems
management by “understanding” who each user is and which
business-critical applications each user requires. After identifying
these requirements, the technology maintains all the work-
stations so they remain in this ideal, production-ready state.

Improving Enterprise
Productivity Using Self-Healing

PC Technology

Self-healing PC technology takes traditional electronic software distribution to the next level
by providing automated management of applications. 

While electronic software
distribution does save

significant time and labor
resources, extending it to
verify the installation and

manage that application into
the future is where the true

payoff is enjoyed.
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The foundation of self-healing PC tech-
nology is the ability to guarantee application
availability. This is accomplished by
proactively discovering and resolving desk-
top software problems before the user is
aware of the error.  For example, if a user
installs a piece of software on a desktop and
overwrites a critical application DLL with
an older version, integrity control manage-
ment software on the client will detect the
obsolete version. Then the correct version is
retrieved from a compressed backup on the
designated server or from a backup directory
on the user’s own hard disk and is automat-
ically installed onto the user’s desktop. In
most cases, the newer application installed
by the user will still operate with the more
current DLL. However, it’s important to
note that the integrity control software is
concerned with protecting mission-critical
applications. Therefore, the newer application
may not work, but the protected one will.
This entire process is often transparent to
the user and can take place during log-on, as
requested by the user, or at scheduled intervals.
As a result, self-healing PC technology
gives IT professionals better control of the
enterprise while increasing user productivity
and decreasing user frustration from a poorly
performing desktop.

A core component of the self-healing
process is what could generically be called
a coherence database that serves as a repos-
itory for the definition of the ideal desktop
configuration where all business-critical
applications are running properly. The
coherence database can be viewed as a
knowledge base of all the applications,
configuration settings and registry keys
associated with a particular user’s PC. 

When integrity control management soft-
ware is activated, it immediately compares
the user’s application and data files, registry
and various configurations with the coherence
database to ensure that the desktop has the
proper files and configuration in place. If it
finds that a file or reference is corrupt, missing
or the incorrect version, integrity control
management software on the client commu-
nicates with the server and retrieves the file.
It then proceeds to install the correct file and
adjust any configuration entries or registry
keys as needed.

In the best examples of self-healing tech-
nology, this database is located both locally
and on a server so that integrity control can
work on disconnected laptops. By storing
the information locally on a desktop, the

integrity control process performs its work
without adding any traffic to the network. This
is most critical with large volumes of users
and with users connected over slow links.

The end result is self-healing PCs that
increase overall enterprise-wide productivity,
thus, saving valuable IT resources by reducing
help desk calls.

MANAGING DISCONNECTED
AND REMOTE PCS 

As more employees are working away
from the office, the growing challenge for
IT professionals is how to manage discon-
nected workstations such as laptops and
PCs in remote locations. The best of breed
self-healing PC technology can still work
on workstations that are not connected by
creating a compressed backup directory
with all the necessary files and configuration
settings on the local hard drive. If a problem
is detected, the correct file is restored from
the compressed directory on the local hard
drive, eliminating the need to be connected
to the network. This speeds the repair
process vs. having to wait for a file to down-
load over a modem connection. This also
gives users the benefit of self-healing PC
technology without a network connection.
In essence, managing disconnected and
remote PCs using self-healing PC technology

trades disk space for bandwidth where
appropriate. With today’s capacious disk
drives, this is generally an excellent trade-off
considering the benefits in the reduction of
technical support calls. Imagine the impact
of this self-healing ability on a mobile sales
representative who has a software problem
while giving a presentation to a potential
customer. Instead of fumbling and panicking
and possibly losing an opportunity, the rep-
resentative can click on his self-healing icon
and the software begins working again.

In addition, disconnected and remote
PCs can leverage the convenience of the
Internet or corporate intranet to receive
electronic software distribution and other
file updates. Software and updates may be
distributed via email or advertised on a web
page for download.

Another method in which disconnected
and remote PCs can be managed is via the
user’s browser, utilizing the idle time when
the Internet connection is not being used.
Using this method, the user does not have to
log on to any specific server to receive an
update. This approach has the benefit of not
requiring any action on the part of the user.
In this scenario, the integrity control man-
agement software on the client logs on to a
server transparently whenever a user connects
to the Internet and checks to see if any
updates are necessary.  If any updates are
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Air France Uses Self-healing PC Technology to Slash IT Support Costs
As a result of corporate consolidations and robust growth, IT organizations within the
airline industry have become more complex. Air France is a prime example. With 20,000
workstations across Europe, America, Asia and Africa, this successful international 
airline company needed the ability to manage its systems through a central IT department.
IT support becomes costly and difficult to manage for an operation of this size. Today, Air
France is taking advantage of electronic software distribution and self-healing PC 
technology to slash these costs and increase productivity. Air France is using SWAN
International’s Vision64 (www.vision64.com) to: 

• remotely distribute software updates to workstations worldwide
• ensure mission-critical applications are available at all times
• update ticket purchasing kiosks with current airfares to better service customers  

Utilizing Vision64’s Integrity Control Manager, Air France keeps its corporate workstations
up to date with minimized downtime. “SWAN’s Vision64 has tremendously increased Air
France’s enterprise productivity,” said Dominic Le Roux, Program Manager at Air France.
“This technology has enabled us to keep our key business desktops permanently operational
and in a perfect state.”
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needed, the idle connection time is used to
transfer the data. Once all the data has been
transferred, integrity control management
software on the client performs the installation
as directed.  

Recognizing that Internet connections
can be unstable for many mobile users, the
software typically has the ability to resume
an interrupted transmission and pick up
where it left off instead of having to retransmit
the entire package. This feature, often called
checkpoint/restart, is another way to help
minimize the bandwidth necessary to manage
remote laptops.

THE NEED FOR FLEXIBILITY
IN A DESKTOP SYSTEMS
MANAGEMENT SOLUTION 

A desktop management solution that
employs self-healing PC technology should
have the flexibility to manage workstations
as IT environments evolve. Recognizing
that many of today’s IT environments are
heterogeneous, supporting a range of oper-
ating systems and protocols as business
applications require them, a desktop man-
agement solution must be able to bridge the
inevitable gaps created among different
platforms, operating systems and protocols.
This type of flexibility not only helps IT
professionals manage workstations in a
complex IT environment, but also allows
companies to transition easily to new appli-
cations and tools they need to meet future
computing initiatives.

Flexible desktop management solutions
require the following features:

● Operating System Support: Ideally,
the solution must support both the legacy
operating systems running in the envi-
ronment as well as the future target
operating system. That way, the IT
department can learn one tool and use 
it well into the future. Many companies
operate both UNIX and NT servers so a
solution for them would require support
for both platforms.

● Scalability: The solution must have
the scalability to manage an increasing
number of workstations as companies
expand and merge. The ability to operate
in a multi-platform, multi-operating
system and multi-protocol environment
becomes necessary for the solution to

perform at its best. Companies that grow
through acquisition have acute needs
for scalability and platform flexibility. 

● Management of Business-Defined 
Workgroups: The solution should
recognize, incorporate and manage
applications required for specific work-
groups’ requirements, i.e., finance vs.
human resources departments or Chicago
office vs. Boston office or Office 97
users vs. Office 2000 users. This gives
administrators a way to send updates to
groups rather than assigning distributions
individually. There is a great deal of
difference in how this is implemented
in different desktop management systems,
so it bears investigation to determine
how it’s managed on a daily basis. Better
systems can build groups dynamically,
perhaps based on a software and hard-
ware inventory function built into the
suite. In this way, when a new user is
added, the system can automatically
determine what software and hardware
they have or need.

● Management of Disconnected and 
Remote Systems: If the organization
has mobile users, the solution must
provide efficient ways to manage band-
width-restricted workstations such 
as disconnected and/or remote laptops
that may be connecting via modem. 
A solution can manage disconnected
and remote workstations efficiently 
by using a compressed directory on the
hard drive that contains all the necessary
files and configuration settings. 

Supporting this functionality
through a simple Internet connection
further extends the utility and reach of
the solution. Solutions must recognize
the necessity of checkpoint/restart,
defined previously, to minimize band-
width requirements. It also helps if dis-
tributions are compressed as they are
sent out. Security may also be an issue
in many cases. Simply sending an .exe
of a proprietary application via email
may not be acceptable. This is a larger
issue when users are connecting over
the public Internet.

● Remote Control: Recognizing that even 
a strong self-healing technology can’t fix
everything, a remote control capability

is a plus. By allowing administrators
to take control of a remote workstation
to diagnose and repair problems,
an organization will save thousands 
in dispatch costs and lost productivity.
Enterprises using a variety of servers
and/or clients would benefit from
implementing a remote control solution
that is cross-platform, supporting their
current requirements and those they plan
to have in the future.

CONCLUSION 

Self-healing PC technology dramatically
improves enterprise-wide productivity because
users can access and use applications that are
integral to their jobs every time they click on
an icon. In fact, Steve Banke, president of
CNC Professional Services, a major provider
of network consulting and help desk support,
said that in his company’s experience, help desk
calls can be reduced by 50 percent or more
through an effective desktop management
solution that can resolve application-related
problems automatically.

Adopting easy-to-implement desktop
systems management solutions that work
well across multiple platforms, operating
systems and protocols is crucial for IT pro-
fessionals. This is especially important
since IT environments are constantly
becoming more complex and difficult to
manage.  While there are point solutions for
many of these features, such as inventory
collection, remote control, software distrib-
ution, etc., an integrated solution greatly
simplifies the entire task of identifying,
deploying and managing desktops since it
all works from one management console
using one interface.  

Rogers Faden is vice president of Engineering
at SWAN International, a developer of self-
healing desktop management software called
Vision64.  He has more than 30 years experience
in the software industry from both corporate
and supplier perspectives. Prior to SWAN, Mr.
Faden founded and served as the president of
cfSOFTWARE for 12 years. Mr. Faden can be
contacted at rfaden@swan-vision64.com.
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