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EVERYyear seems to have its "hot" technology. You
can't pick up a magazine, trade publication or

attend a trade show panel discussion without hearing the
buzzword of the day. Starting in 1999, VPN, or Virtual
Private Networking, moved from being just a buzzword to
having available products and customer demand.

While many of the hot technologies of the past never
materialized, VPNs will change your
networks of the future but strain your
existing management structure in the
process unless proper planning tech-
niques are invoked.

As your organization strives to pro-
vide optimum network connections,
increasing support for the very small
remote site (or single users and sup-
pliers/vendors), reduced costs for data
communications lines and staffing,
VPNs appear to be a well-suited and
timely solution. 

Organizations have struggled for
years to provide the same level of
cost-effective connectivity and access
for small sites with two to 25 users
that they provide for larger sites through leased lines and
frame relay communication lines. Often, these smaller sites
do not need full-time access, because they only have a limited
amount of traffic to send on a daily basis. Remote access
solutions have relied on existing analog dial-up connections or
perhaps ISDN dial-up connections where available.
However, the dial charges quickly add up and are difficult to
predict for budgeting purposes, especially if long distance
charges come into play. The answer will be in implementing
VPN technologies, not just for your small sites, but for larger
site connectivity also.

WHAT IS A VPN?

VPNs build on top of the existing Internet infrastructure
for access and connectivity. They allow private secure traffic
to flow into your organization's internal secure network.
VPNs are comprised of four components, however each
component may use different technologies for implementation:

● building the tunnel
● authenticating the user and/or

the site
● securing the traffic via encryption
● auditing

Building the Tunnel - 
The Easy Part

In essence what a tunnel does is
allow a single user or site to dial into
an Internet Service Provider (ISP) and
request a tunnel to the destination –
your organization's internal network
(Intranet). Just as a road tunnel has
one entrance and one exit, a tunnel
built through the Internet allows exits

only into your network. The ISP provides the backbone
network and all that your users pay for is local dial-up 
connections to the ISP. Also, this means that the user dialing
in does not have to use the same ISP as your organization.
This is especially important for vendors/suppliers who
require access to your network and may have already selected
an ISP different from yours. 

Several technologies allow you to build tunnels. For
remote site or multi-user access the two technologies that
predominate from an implementation and availability standpoint
are Layer 2 Tunneling Protocol (L2TP) and IPSec (Internet
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Protocol Security). Another technology 
that can be used is PPTP, or Point to Point
Tunneling Protocol; however, this technology
is suited for single dial-up users working in
a standalone environment. The advantages
of these approaches are that the ISP is now
handling the mundane aspects of basic
connectivity. With the sheer number of con-
nection points that an ISP can provide, users
can connect with local calls no matter where
they are in the world. Now the ISP handles
trouble-shooting connections on a 24x7
basis and frees your IS staff for handling
more critical problems.

Authenticating the User
Authenticating the user is an important

aspect of VPNs, since the Internet is being
used as our transport medium. But, how do
you make sure that the user/site requesting
access to your internal network is really who
they say they are? Relying just on userid and
password is no longer good enough, since
these can easily be stolen or given to others.
The good news is that existing authentication
mechanisms such as RADIUS and TACACS
servers can be used. However, a more robust
implementation using IPSec has become
available in many products in the past two
years. Also, with the potential for mass
implementations of VPNs, new biometrics
and smart-card technologies are becoming
available with the ability to positively identify
the end user/site through validation of physical
components such as fingerprints, retina
scans, etc. 

Encrypting Private Data
Since the Internet is a public network, the

need for encrypting private data as it moves
through the network is critical. No area has
gotten so much attention with the Internet as
the entire area of encryption. For VPNs,
encryption can be implemented as needed
using both public and private key mecha-
nisms. IPSec has built-in encryption or other
mechanisms such as PGP (Pretty Good
Privacy), DES, and Triple-Key DES can be
used. Today, distributing keys is awkward
with VPNs, but products will soon be avail-
able that integrate certificate of authorities
and other key distribution mechanisms.

Auditing 
Auditing is the process of knowing who has

entered your network, what they accessed,
how long they were logged on, and whether
they attempted to stray into unauthorized parts

of your network. Of any aspects of the VPN
story, this is the area requiring the most work
on a consistent basis. 

MANAGING A VPN

As a systems management specialist,
what do you do if your organization is con-
sidering installing a VPN? First, let's
examine the problems that VPNs will present
to your organization. VPN management is
composed of three elements: security and
authentication, IP address allocation, and
network performance. When we discuss
security in relation to VPNs, the traditional
elements of authentication and access
rights that have been applied to users are
now also applied to both sites and potentially
devices. We will see how this can greatly
change previously held views of accept-
able authentication mechanisms. Security
issues also bring a whole new area of
management to the forefront; that is, man-
aging encryption and authentication keys
associated with VPN access. These are
pairs of keys with a public key that can be
distributed and a private key that is always
held by the owning element. The distribution
and management of these key pairs will
bring dramatic changes and challenges to
most organizations system management
structures. Further complications exist
from the use and extension of IP addressing
and name management across potentially
multiple enterprises. Avoiding naming and
numbering conflicts can be a real problem
and forces the issue of a single directory
supporting corporate policies and services.
While most VPN implementations today
are at the mercy of the Internet perfor-
mance of the minute, in the future new
tools will be necessary to measure and
determine performance levels across
VPNs. Keep in mind, much of the network
will not be controlled by you or even a
single other entity. Data might pass
through multiple ISPs along the path from
source to destination.

GREAT STRIDES 

Well, if you think this paints a complex
picture, take heart. Much progress is
being made in the aforementioned areas,
specifically in security management.
Future articles will address some of the
other aspects such as performance and IP
addressing issues.

SECURITY MANAGEMENT

Each of the VPN protocols specifies its
own supported algorithms for encrypting
data. IPSec and L2TP are the most flexible,
supporting the broadest range, while PPTP
can support a few. However, most imple-
mentations rely on the Microsoft MPPE
(Microsoft Point-to-Point Encryption). The
algorithms supported by IPSec and L2TP
normally require the transmission of pairs of
encryption keys. 
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WHAT TO LOOK FOR IN A
CERTIFICATE SYSTEM

If you are ready to get started, what
should you look for in a certificate system?
Remember that even if a vendor doesn't
have the support today, ask about planned
supported dates. Look for a system with the
following features:

● accepts requests for certificate generation
from certificate management workstation,
http or email

● matches new requests vs. certificates
already in the directory

● includes multiple mechanisms for 
certificate distribution including http,
email, smartcard, disk transfer

● stores private key of each pair generated
in a central repository
• is secure against unauthorizedaccess
• provides backup using

encrypted files
• backup devices need to be tracked

and guarded
• physically secures the device

● root certificate must be a dedicated
workstation for storing private keys
• collecting, signing, distributing and

revoking certificates
• physically securing the device

● uses a large scale directory for public 
key distribution
• LDAP (Lightweight Directory 

Access Protocol) (Simpler X.500
over IP)

• X.500 (more complex and
losing favor)

● for large organizations
• distributed CA system 
• hierarchical in nature
• multiple levels of administration
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SECURITY SERVER
AUTHENTICATION

Before two security servers can establish
a secure tunnel, they need to be authen-
ticated by each other and agree on a key
to use. Let's assume that these security
servers are hardware devices (such as a
router, firewall or gateway). If you own
these devices, then it's easy to authenticate
the systems. The private/public key pair
can be implemented in the device before it
is installed and the corresponding public
key can be registered with the other security
servers. Alternatively, as new devices are
added to the network, a certificate authority
(CA) can be used. The CA would allow a
new device to register its public key for
distribution when requested.  But what
happens when a device is no longer valid?
How do you make sure that the CA does
not release the public key? This involves
the use of a CRL, or certificate revocation
list. Why might a certificate be revoked? It
could be lost, stolen or the device was
replaced. A major issue is that the CA
hierarchy for verifying certificates is very
complex and is a known weakness. Expect
to see new solutions from the IETF
(Internet Engineering Task Force) early
this year in the form of an efficient mech-
anism for handling compromised or
revoked certificates.

SESSION ENCRYPTION

Session keys are randomly generated,
either by the security server or by a key
management server. The session key is
scrambled using the recipient's public key
before transmission on the network. (As
stated previously, the public key would be
obtained from a CA). The recipient's public
key is used because the only device that can
undo the encryption is the recipient's private
key. This is fairly straightforward, but what
happens if the session key is compromised?
How do you revoke the keys? Today, products
vary in how they handle revoked session
keys. It is necessary to understand the
implementation by the product vendors and
put appropriate management guards in
place. Do not expect that all products drop
the session and log the failed attempt if a
revoked key is detected. Several products wait
for the session to be completed before denying
access with the keys. Unfortunately, a lot of
damage can be done in that timeframe.

USER KEY MANAGEMENT

Key management for users adds additional
items for concern, especially for users with
movable devices such as laptops that are
public use items. How do you protect the
private keys that may be on these devices?
There are three primary mechanisms today:

● a smartcard or other removable device
that stores the keys and can be 
carried separately

● a password or phrase to encrypt the keys
● a biometric mechanism such as

finger-print identification to encrypt 
the keys

USER AUTHENTICATION

Today we rely on userids and passwords
to authenticate users, however, this is a very
weak form of authentication. How many of
you know of managers who have never
logged onto their email systems but rely on
secretaries to pull mail and print it on their
behalf? The secretaries need the userid and
password of their manager to log onto the
system. So does the current userid and
password really identify the user? Not really!
But in today's network environment we
have a "trust." The organization owns the
network and the employees all have a
relationship to the company. So the trust is
there. Now that we have opened this up to
the Internet, we can't be certain who is
asking to come into our network, so we
need to take extra precautions. One-time
password systems, challenge/response
systems, token systems, and digital certifi-
cates are all mechanisms that can expand
beyond the traditional authentication systems.
Digital certificates identify users (systems
and devices also) and can be used to deploy
a public key. Users are excited about digital
certificates because they eliminate the need
to remember passwords. However, numerous
digital certificates that eat up disk space
replace the multiple passwords. However,
as a user it's transparent to me, which is
great. But the organization now needs to
have a CA up, running and managed. Newer
systems that rely on biometrics (fingerprint
and iris scanning systems, as well as voice
and lip print systems) are all becoming cost-
effective alternatives that truly identify the
user. However, this introduces new databases
and systems that must be managed through-
out the organization. 

MANAGING AN IN-HOUSE CA

One common element across the security
arena is the need for a CA. This is going to
be a critical element for the system man-
agement professional of the future. Just
like today's userids, CAs need to be
issued, potentially revoked and be given
an expiration time. A process for renewal is
needed as well as a backup and recovery
process. Certificates and keys go hand in
hand. The following six processes comprise
an in-house CA:

● maintaining certificate repository
● revoking certificates
● issuing certificate revocation list
● key backup and recovery
● automatic updates of key pairs (and

corresponding certificates)
● tracking of key histories

As the infrastructure for certificate and key
management continues to grow and mature,
initial implementations will require additional
manpower to sustain the security necessary
to meet most organizational policies. 

CONCLUSION

The new management complexities of
VPNs shouldn't be confusing. The reality is
that most management aspects of VPNs are
just an extension of standard policies and
procedures. However, the complexity of the
public/private key systems and encryption
methods does add to0 the knowledge
required by today's systems management
professional. Further refinement of these
technologies will simplify future manage-
ment, but for now, new concepts need to be
learned, new technologies need to be under-
stood, and additional staff need to be primed
to support this emerging world.  

Questions or comments? Please email
editor@naspa.net.
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