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One of the hotter growth markets and hence hotter topics of
interest and discussion for end users, the press, analysts
and, oh, yes, vendors, is the area of solutions that fall under

the category of web-to-host connectivity. Many businesses are feeling
the push to move their businesses to the web while being obligated
to preserve their investments in legacy applications and 
traditional host access solutions. IDC predicted that the
first big year of growth in the web-to-host market
would be 1998 with 500,000 desktop licenses
and $50 million in worldwide revenue, more
than a 50 percent revenue increase over the
prior year. In fact, 1998 saw web-to-host
installations on nearly 1.4 million desk-
tops and revenue increasing almost 600
percent to $112.4 million and is expected
to top $1 billion by the end of 2002
(source: IDC May 1999).  See Figure 1.

That's a lot of money and a lot of 
connectivity. It also means that there has
suddenly arisen a vast army of never before
seen connectivity "experts" eager to help you
connect anything with the word "Internet" associated
to it to anything remotely resembling a host device.

Be careful. It takes more than a piece of string and a couple tin
cans to make a phone system, and it takes more than an Internet

connection and a terminal emulator to make an effective web-to-host
connectivity solution, especially when requirements include
accessing different enterprise applications residing on different
host systems. Let's look at some of the features, functions and 
capabilities to keep in mind when evaluating web-to-host products.

WHY WEB TO HOST?

Before we get into specifics, let's take a broad
view of the reasons organizations are moving 

to web-to-host solutions over traditional
terminal-based PC-to-host connectivity.
There are many advantages to web-to-host
connectivity, but the two biggies are 
ease of use for the end user and ease of
administration and hence lower cost of
ownership for the organization.

EASE OF USE

Since host access in any web-to-host product is
through the browser, the end user is already familiar

with the application he is using to access the host. The
browser has become the universal interface to all types of applications,
hence there is little or no training required to get the end user up

AAAA    GGGGuuuuiiiiddddeeee    ttttoooo    WWWWeeeebbbb----ttttoooo----HHHHoooosssstttt
CCCCoooonnnnnnnneeeecccctttt iiii vvvv iiii ttttyyyy
It takes more than an Internet connection

and a terminal emulator to make an
effective web-to-host connectivity solution,
especially when requirements include
accessing different enterprise applications
residing on different host systems. It's
important to carefully evaluate the features,
functions and capabilities of the various
web-to-host products.

There are many 
advantages to web-to-host 
connectivity, but the two 
biggies are ease of use for 
the end user and ease of

administration and hence
lower cost of ownership 

for the organization.

BY DAN PRICE

©2000 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.



TECHNICAL SUPPORT • MARCH 2000

and running. Both training and support costs
are minimized.

LOWER COST OF OWNERSHIP

Not only are end user training and support
costs minimized, but web-to-host technology
minimizes costs associated with software
distribution, installation and configuration as
well. How? A web-to-host product typically
consists of a server-based component that
includes host access authorization informa-
tion, connection parameters, administrative
and monitoring tools, and configuration
information for each terminal type and user
type. How does all this minimize the cost of
ownership? All web-to-host products operate
in one of two ways: either they download a
terminal emulator to the end user workstation
or they convert the host data stream to
HTML and send it to the end user's browser
(some do both, but more on that later). In
both cases, the means to access host data is
sent to the workstation; nothing is physically
loaded onto the end user's workstation by the
system administrator. To understand the 
significance of the savings, imagine an

organization with 10,000 users requiring
host access from their desktop PCs. With
conventional PC-to-host connectivity prod-
ucts, host access software must be physically
loaded and configured on each of those
10,000 machines. By either downloading
host access software or by presenting host
screens as HTML, the web-to-host product
eliminates the need for anyone to visit each
machine for the specific reason of loading
and configuring host access software. The
necessary software and configuration files
are resident on the web-to-host server and
become available to the end user when he
points his browser to the appropriate
address on the server.

Furthermore, browser-based host access
gives the organization the ability to grant
host access to anyone anywhere in the
world via the Internet. In this latter case,
security is obviously a concern and is dis-
cussed later, but the point is that only with
technology that can be interfaced by any
user (via the universal web browser) and
centrally controlled (on the web-to-host
server) is open access to organizational data
even possible. Now let's look at some of the

capabilities to keep in mind when looking at
web-to-host solutions.

WHAT HOSTS?

Everyone agrees the beauty of web-to-host
technology is that it lets users run terminal
emulation programs through their browsers,
but what terminals can be emulated and
what hosts can be accessed? The answer for
your organization will depend on the variety
of host computers your users need to access.
See Figure 2.

For IBM 390-class machines users need
3270 emulation, and for AS/400 access,
5250 terminal emulation. If you have DEC
or UNIX hosts, your web-to-host product
better be able to emulate a DEC VT100, 220
or 320 terminal. Some users may need
concurrent access to more than one of these
hosts and therefore need to have a web-to-host
product able to emulate a variety of terminals.
A word of caution: Be sure your web-to-host
product can connect to any and all of the
host systems your users, customers or partners
may need to access.

HTML CONVERSION OR
DOWNLOADED EMULATION?

An important question to ask is just how
can the user view and manipulate host data?
Is it through HTML conversion where the
host data stream is automatically converted
to HTML at the web-to-host server and then
shipped to the user's desktop? Or, is the 
terminal emulation program downloaded to
the browser so the user can run it locally?
Each method has its advantages and 
disadvantages and, of course, each raises
additional questions.

HTML conversion is a processor-intensive
activity, and that processor is the web-to-host
server. See Figure 3. How does it work?
First, an HTTP request is sent from a device
equipped with a web browser to the web-to-
host server. Based on the request, the 
web-to-host software extracts information
from the host, database and/or all other 
system resources and converts it to HTML.
HTML pages containing the requested
information are sent to the browser on the
client workstation. A major concern becomes
the number of active users the server can
concurrently support in this mode.

Assuming the response time is adequate,
how is the host data presented? Is the product
limited to a "green screen" presentation of

FIGURE 1: THE WEB-TO-HOST MARKET

FIGURE 2: HOST COMPUTERS YOUR USERS NEED TO ACCESS
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host data? Does it support "just-in-time"
rendering that presents the host screen in a
more user-friendly Windows-like format?
All terminal emulators use function keys to
perform tasks that have specific keys
assigned to them on actual terminals, like
the SYS RQ key or ATTention keys on a
3270 terminal. If the host data stream is pre-
sented in HTML, the function keys on the
PC keyboard have no terminal functions
assigned. A well-designed web-to-host
product will display soft function keys on
the screen and let you invoke them with a
mouse click.  

Terminal emulation downloaded to the
user's desktop raises another series of ques-
tions: How frequently must it be downloaded?
Once? Once per day? Once per connection?
Is it compatible with both 16- and 32-bit
desktops? Internet Explorer and Netscape
browsers? How fully featured is the emulator?
Does it matter to you whether it offers
ActiveX, Java, or both? Does it support
printing, file transfers and API programming?
Do your users or their applications need all
these features?

SECURITY

The ability to use a terminal emulation
program running on a PC to access a host
computer over the Internet is a great benefit
for users and organizations alike. The 
individual can use this capability to look up
public or private information, order products
and services, or register for events. Security
enables organizations to offer value-added
services and increase the value of their
existing central applications via web-to-host
access. However, the ease with which one
can access host-based data poses security
risks as well. How secure is the link
between user workstations and the web-to-
host server function? What level of security
is implemented: user rights configured via
the server operating system? Digital certificate
exchange? Data encryption?  Data finger-
printing? Security may or may not be an
issue depending on whether your web-to-host
implementation is over an internal intranet
or over the wide area Internet. In general, a
company Intranet is protected from security
breaches coming from the outside by proxy
or firewall solutions. See Figure 4.

It is when someone external to the 
organization requires connection to a host
computer on the Intranet that issues of user
authentication and data encryption become

most significant. One solution is for the
web-to-host product to be compatible with
your current, third-party Virtual Private
Network (VPN) security infrastructure.
Providing the means to ensure the integrity
of business-critical information is essential
and is therefore included in most web-to-host
products. For example, IBM's Host on-
Demand and ICOM Informatics' Winsurf
Mainframe Access ensure data authenticity
through Secure Sockets Layer security and
provide RC4 data encryption. These are just
two ways that these and other web-to-host
products address the issue of security.

Since security plays such a crucial role in
legacy-to-web application integration, it
should always be taken into consideration
when evaluating web-to-host products. How
many levels of security does the product
provide? Is security a standard feature of the
product? If not, what's the additional cost?
Can the security feature reside on more than
one server? Can it be installed separately
from the web-to-host product?

DEVELOPMENT TOOLS

Tools that an application developer can

FIGURE 4: SECURITY BETWEEN USERS AND THE WEB-TO-HOST FUNCTION

FIGURE 5: DEVELOPMENT TOOLS IN A WEB-TO-HOST ENVIRONMENT

FIGURE 3: HTML CONVERSION

©2000 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.



WWW.NASPA.NETTECHNICAL SUPPORT • MARCH 2000

use to create custom host data screens can be
of paramount importance to the success of a
web-to-host implementation. Remember
that one of the primary requirements driving
the use of this technology is the ability to
make host-based data more accessible.
Look for web-to-host products with well-
documented, mature development tool kits
to simplify the task of customizing both the
presentation of and access to the data the
user needs, even if it resides on multiple
hosts. Different development tools in web-
to-host connectivity products consist of
automatic HTML conversion, ActiveX and
Java components, and automatic GUIs. See
Figure 5.

Vendors such as Attachmate, Eicon
Technology and ICOM Informatics provide
the tools for automatic HTML conversion,
which presents a simple and universal 
solution to central host access for external
users using any browser-equipped device.
In this process, the web-to-host server auto-
matically converts the host data screens into
HTML pages, which are directly interpreted
by the user's browser. No modules or applets
are downloaded to the user workstation and
there is little to no work required on the
development side.  

Of course, if you want to present your
host-based data with the user-friendly GUI
that many users are accustomed to, choosing
the right development tools becomes more
involved. All previously mentioned vendors
provide some sort of development tools for
true integration to legacy applications
through complete screen rejuvenation.
Eicon Technology, IBM and Hummingbird
use Java components; ICOM Informatics
and Microsoft use ActiveX components;
and Attachmate offers both types. To create
custom screens and present host-based data
as clearly as possible, these components can
be manipulated by application developers
and administrators via popular scripting or
programming tools. And if your development
resources are scarce, IBM and a few others
offer automatic GUI as a solution.

The right development tools will depend
on your organization's needs. How sophisti-
cated are your users? Are they familiar with
host access procedures? Do you want them
to type system commands or use hypertext
links? Can you access multiple data sources
concurrently? Different applications, hosts

or both? Is this transparent to the user? Can
the user reach necessary information easily
and efficiently? How complicated and time
consuming is the development of graphical
screens? Which programming languages
can you use? Is additional training or out-
sourcing required? How much flexibility do
you have? Can you use different tools for
different users? Is there an additional cost?

ADMINISTRATION TOOLS

As mentioned earlier, one of the inherent
advantages of web-to-host technology over
its predecessor, PC-to-host technology, is
that the system administrator does not have
to physically touch every machine requiring
host access in order to install or upgrade the
software or customize individual users' 
configurations. With PC-to-host solutions
the administrator has to carry a CD or set of
diskettes around with him and install the
terminal emulation software on each
machine. With web-to-host technology
there is no need for the administrator to visit
each client workstation. There is, however,
a need for the administrator to be able to
control user access to the services the web-
to-host product offers. These include what
terminal emulation the user can run, which
hosts he can connect to, whether or not he
can configure the emulator running on his
desktop, and whether or not he can do file
transfers, print or run API programs. Look
for a web-to-host product that lets the
administrator assign user access rights via a
central repository, which he himself can
manage from anywhere — through his
browser, of course!

An effective administrative tool will not
only allow you to assign user access rights;
it provides you with monitoring capabilities
and statistical information. How many users
are connected to a specific host/application?
For how many minutes? Can you send them
messages and disconnect them? A connec-
tions log file is a great source for such usage
statistics as which sources were accessed,
by how many users, for how long, and so
forth. And what about the web-to-host server
workload? Look for an administrative 
function that will provide you with the
number of simultaneous sessions connected.
Additionally, knowing how many connec-
tion attempts were denied due to lack of

concurrent-user licenses can aid in future
budgeting and purchasing.

Some monitoring tools, such as those built
into ICOM's Winsurf Mainframe Access,
include a metering capability that allows the
administrator to assign a dollar value to each
connection minute. The administrator can
assign different connection time charges to
different host connections, if he wishes. This
capability is valuable to ASPs interested in
charging customers for actual host connect
time, and even for cost center charge backs
within the organization.

CONCLUSION

These are just some of the differentiators
to keep in mind when evaluating web-to-
host solutions. The bottom line is to partner
with a web-to-host developer who has a
strong background in mainframe communi-
cations and whose product is able to meet
the needs of your organization now and into
the future. After developing different enter-
prise applications for more than 30 years, it
is of paramount importance that organizations
preserve their investments in host applications
by integrating them with the e-business
systems of the 21st century. Remember, 70
percent of corporate data is on the main-
frame. It's your job to be sure your users can
easily, efficiently and securely access that
host data. And if they can do it through the
convenience of their web browsers and you
can configure and manage it through the
convenience of your web browser, you will
have a web-to-host solution that truly adds
value to the operation.  
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