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MQSERIES is fast becoming the interface or
middleware of choice on IBM

OS/390 systems to permit disparate systems to communicate
with each other. In April and May 1998, Richard Tsujimoto
wrote a two-part article for Technical
Support discussing the use of
MQSeries for synchronous messag-
ing. I've recently been involved in a
CICS project that uses MQSeries in
exactly this same manner. This article
addresses some of the issues in handling
anomalous situations that can arise
and how to maintain the integrity of
the system when MQ or a CICS
problem manifests itself.

The organization I work for wished
to provide an Internet-based access
facility for its customers to their
account information on the main-
frame running in a CICS system. The
web interface is front-ended by a
Windows NT system, which in turn
makes MQ "requests" to a CICS
system. The CICS system retrieves
the requested data and responds via
MQSeries to the NT system. Using
MQSeries in this asynchronous way is fast, efficient and very
clean. Account information on the CICS system can also be
updated, therefore showing the changes immediately when
the data is requeried.

MQI PROBLEMS

One of the issues that faced us in designing and imple-
menting this scenario was how to handle failures in the MQ

interface, whatever they might be. If a MQOPEN,
MQCLOSE, MQGET or a MQPUT1 failed, how could we
ensure the problem was highlighted and acted upon to resolve
it quickly? As the CICS tasks which process the account

requests run in the background as
started tasks, there was no easy way to
know of complete shutdown of the
interface if these tasks abended, etc.
Because the system is regarded as a
flagship system with a very high profile
customer interface, any prolonged
outage would be a disaster and very
detrimental for public relations!

MQI SOLUTIONS

The approach we adopted involved
a number of solutions. Upon failure of
any of the MQI components, we
would populate an error structure that
we would then write to MQ's own
CICS transient data queue (CKMQ).
While this printed as part of CICS
termination, it really didn't alert us to
problems as they occurred.

We then explored a method to make
the "outside world" aware of a failure. The easiest way to
achieve this was to use EXEC CICS WRITE OPERATOR to
send the error details to the system log. We then "trapped" the
error with a product such as IBM's Automated Operations
and Control (AOC). Once "trapped," the message could then
be handled in a range of ways — operations intervention, pag-
ing the support person, Service Level Agreement (SLA)
invocation procedures or other ways of escalating the
recovery process. The message is handled as soon as the
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error occurs and the recovery procedures
are activated within seconds of the failure.
In a critical online system, this is precisely
what is required.

THE DETAIL

The type of information that should be
recorded in the error message is shown in
Figure 1. The failing CICS system
(obtained via the EXEC CICS ASK JOB-
NAME command), the CICS task name, the
CICS program name, the MQI call type, the
MQI return code and MQI reason code
along with the failing queue name are the
minimum items required. Note that if the
error message length exceeds 80 bytes, it
may need to be split for the purposes of
AOC or whatever product is used to trap the
error. In this case each "half" of the message
will probably require a unique identifier to
indicate this.

Figure 2 shows sample code to write the
data to both the CKMQ transient data queue
and the system log via the EXEC CICS
WRITE OPERATOR command. Whereas
no specific routing codes are used in the
example presented here, the people who
control AOC may request specific codes to
be used. Consult with your technical and/or
operations personnel. Some of these EXEC
CICS commands may also require the SP
translator option at compile time.

The major work occurs in terms of how
the error will be handled. This is dictated by
the severity and the time-critical nature of
the failure. This is really a procedural issue
and is one that may require business user
input — what delay is acceptable in restoring
the service, for example.

CICS ERRORS

Another potential problem area concerns
internal CICS errors. The approach we've
taken has been to anticipate the unusual
types of errors that could scupper the CICS
transaction handling the MQ request. For
example, handling out-of-course errors
from EXEC CICS READ FILE commands
such as NOTFND, INVREQ, CLOSED,
DISABLED, etc. The method of handling
these is to return a response via MQPUT1
to the requester indicating the error type.
This way, the requester gets a response.
Again, if considered serious enough, the
error can be logged to the syslog interface
and AOC.

Data Type Source

Jobname of CICS system EXEC CICS ASSIGN JOBNAME(data-area)

CICS Task Name EIBTRNID

CICS Program Name EXEC CICS ASSIGN PROGRAM(data-area)

MQI Call Type MQOPEN, MQCLOSE, MQGET, MQPUT or MQPUT1

MQ Queue Name For example: take from MQOD-OBJECTNAME

Completion Code Completion code populated by MQI call.

Reason Code Reason Code populated by MQI call

FIGURE 1: TYPE OF DATA TO RECORD FOR MQI FAILURE

Working Storage

01  MQEL-ERROR.                                            
03  FILLER PIC X(08) VALUE 'MQERROR:'.
03  MQEL-ERR-JOBNAME PIC X(08) VALUE SPACES.    
03  FILLER PIC X(01) VALUE ','.       
03  MQEL-ERR-TASKNAME PIC X(04) VALUE SPACES.    
03  FILLER PIC X(01) VALUE ','.       
03  MQEL-ERR-PROGNAME PIC X(08) VALUE SPACES.    
03  FILLER PIC X(01) VALUE ','.       
03  MQEL-ERR-MQICALL PIC X(07) VALUE SPACES.    
03  FILLER PIC X(01) VALUE ','.       
03  MQEL-ERR-MQQUEUE PIC X(34) VALUE SPACES.    
03  FILLER PIC X(01) VALUE ','.       
03  MQEL-ERR-RETCODE PIC 9(01) VALUE ZERO.      
03  FILLER PIC X(01) VALUE ','.       
03  MQEL-ERR-REASON PIC 9(04) VALUE ZEROES.    

01  WS-JOBNAME PIC X(08).
01  WS-PROGRAM PIC X(08).

Procedure Division

.....

CALL 'MQOPEN' USING W02-HCONN    
MQOD         
W02-OPTIONS  
W02-HOBJ     
W02-COMPCODE 
W02-REASON   

IF W02-COMPCODE NOT = MQCC-OK                    
EXEC CICS ASSIGN JOBNAME(WS-JOBNAME)                

PROGRAM(WS-PROGRAM)
END-EXEC                                                      

MOVE WS-JOBNAME TO MQEL-ERR-JOBNAME               
MOVE EIBTRNID TO MQEL-ERR-TASKNAME              
MOVE WS-PROGRAM TO MQEL-ERR-PROGNAME              
MOVE 'MQOPEN' TO MQEL-ERR-MQICALL      
MOVE MQOD-OBJECTNAME TO MQEL-ERR-MQQUEUE 
MOVE W02-COMPCODE TO MQEL-ERR-RETCODE               
MOVE W02-REASON TO MQEL-ERR-REASON                

EXEC CICS WRITEQ TD QUEUE('CKMQ')                        
FROM(MQEL-ERROR)                     
LENGTH(LENGTH OF MQEL-ERROR)         

END-EXEC                                                 

EXEC CICS WRITE OPERATOR TEXT(MQEL-ERROR)                
TEXTLENGTH(LENGTH OF MQEL-ERROR)

END-EXEC

FIGURE 2: SAMPLE COBOL CODE TO NOTIFY ERRORS TO SYSTEM LOG
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To achieve this, a thorough examination
of all EXEC CICS commands used in the
satisfying of the request was undertaken
and most, if not all, exception conditions
are handled.

CONCLUSION

So, while the MQ "server" tasks per-
form small discrete units of work, the
error handling for CICS commands is
bordering on "saturation coverage" and
the notification of MQI errors through
the EXEC CICS WRITE OPERATOR

command provides rapid diagnostic infor-
mation to support staff to enable quick
problem resolution.

This level of automated notification of
errors certainly provides a level of comfort in
maintaining the account enquiry application.
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