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The Windows 2000
Network Monitor

One of the many new features of
Windows 2000 Server is the Network

Monitor. The Network Monitor can be used
to view and isolate problems on a LAN by
providing a way to capture and analyze the
data packets sent over your network.
Microsoft provides two versions of the
Network Monitor utility. A scaled-down
version is included with Windows 2000
Server and a fully functional version is
included with the Microsoft Systems
Management Server (SMS) product. The
main difference between these two versions
is that the fully functional version allows
you to capture every packet on the network,
while the scaled-down version only allows
you to capture packets sent to and from
your Windows 2000 Server or Windows
2000 Professional workstation. As I will
demonstrate in this month's column, the
scaled-down version can be used to identify
and isolate many common network problems.

INSTALLING THE WINDOWS
2000 NETWORK MONITOR

To install the Windows 2000 Network
Monitor, perform the following steps on a
Windows 2000 Server:

1. Click on Start > Settings > Control
Panel > Add/Remove Programs >
Add/Remove Windows Components >
Management and Monitoring Tools >
Details > Network Monitoring Tools.

2. Once you have the Network
Monitoring Tools installed, you must
install the Network Monitor driver.
This driver should be installed on any
computer that you wish to capture data
for analysis. The Network Monitor
driver can be installed on Windows
2000 servers and Windows 2000

Professional. To install the Network
Monitor driver, perform the following:

● Click on Start > Settings > Control
Panel > Network and Dial-up
Connections > Local Area Connection
> Properties > Install > Protocol > Add
> Network Monitor Driver.

CAPTURING DATA PACKETS

Let's take a look at how we can use the
Windows 2000 Network Monitor to capture
network data packets. First, open the
Network Monitor by clicking on Start >
Programs > Administrative Tools >
Network Monitor. The first time you start
the Network Monitor, you will be prompted
to select a default network as shown in
Figure 1. In this example, the Windows
2000 Server has two network connections.
One is for a LAN and the other is a dial-up
network connection. We want to choose the
adapter associated with the LAN. An easy
way to find the correct adapter is to click on
the adapter as shown in Figure 1, then
review the "Dial-up Connection" Blob tag.
A LAN adapter will have a value of
FALSE, while a dial-up adapter will have a
value of TRUE. If your server has multiple

network interface cards (NICs), you must
choose which NIC to use for monitoring.

The next screen, shown in Figure 2,
will be displayed. This screen will give
you a general overview of the traffic
flowing in and out of your server. Note:
You must click on Capture > Start to see
the traffic on your server. Notice that this
screen shows you the general health of
your network. For example, from this
screen, you can see the number of
Broadcast and Multicast packets on your
network. You can also see if any frames
have been dropped.

Once you have captured a few frames,
click on Capture > Stop and View. You will
see a screen similar to the one shown in
Figure 3.

You can filter out the unwanted packets
using the Filter dialog. For example, to
only display TCP packets, click on
Display > Filter, then double-click on the
Protocol entry. This will display a screen
similar to the one shown in Figure 4. Click
on the "Disable All" button, then select the
TCP protocol from the "Disabled
Protocols" list and click on Enable. When
you click on OK, the screen will be
refreshed, showing only the TCP packets
that were captured.

FIGURE 1: SELECTING A NETWORK TO MONITOR
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VIEWING TCP SEQUENCING

Another useful feature of the Network Monitor allows you to
view the sequence of TCP events. This allows you to view only the
TCP packets and to see how TCP is communicating between com-
puters. To view TCP sequencing, capture the packets and filter to
show only the TCP packets as described above. Then click on
Display > Options > "Auto (Based on protocols in display filter)".
This will display a screen similar to the one shown in Figure 5.

From this screen, you can see the sequence of TCP packets cap-
tured by the Network Monitor. If you are experiencing a problem
with two computers communicating via TCP, this data can help you
isolate the cause of the problem. You can drill down and view each
TCP packet by double-clicking on the packet.

CONCLUSION

The more I work with Windows 2000 Server and Professional,
the more I like these products. Microsoft has bundled many very use-
ful tools, such as the Network Monitor, with Windows 2000. All of
these tools help make the job of the network administrator a little bit
easier. As you work with the Network Monitor, you will find that some
of the options shown on the menus are disabled, such as the "Resolve
Addresses from name" tool. These options are enabled with the fully

functional version that comes with the Microsoft Systems
Management Server.

One point to keep in mind is that network monitors can compro-
mise security. After all, with a network monitor, anyone can view the
data residing within network packets. If you suspect that someone is
using the Network Monitor in an improper manner, you can use the
Tools > Identify Network Monitor Users option to display all of the
computers on your network that are running the Network Monitor.

If you have any questions or comments on this material, or have
suggestions for future topics, please feel free to email me at
johnj@fast.net.
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