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When I get to my office each morning, I take
my laptop out of my briefcase, connect it to
a docking station,

power it on and log in to the cor-
porate LAN. Like most of you,
there are many nights when I
must dial into the network from
home to correct problems. I use
this same laptop, but instead of
hooking up to a docking station,
I plug a phone line into the
laptop's modem. I then dial into
the corporate network. Once
dialed in, I have access to the
same network resources that I
would have if I were directly
connected to the LAN.

This article will demonstrate
how to use native Windows
2000 Server components to
build a remote access infrastruc-
ture for the people in your
organization who must utilize
their laptops from both the
office and dial-up locations.
These components are RAS, IAS
(Microsoft's implementation of
RADIUS) and Active Directory. The principles shown
in this article can be also applied to other remote access
situations, such as allowing employees to dial into the
corporate network using their home PCs. One of the
nice features of this dial-in access system is that there

is no special software required on the remote workstation.
For example, if a user wishes to use his home PC to dial

into work, all he needs is a
modem and the Windows dial-up
networking component. It is as
easy as setting up an Internet
connection! Many remote dial-up
systems require the network
administrator to maintain a
separate security database that
contains the user names and
passwords of the users who are
allowed to use the dial-up system.
With the example shown in this
article, Active Directory will be
used to specify who is allowed
to access the dial-up system.
Using Active Directory for
authorization and authentication
also means that the end user has
one less password to remember.
He will use the same password
he uses to connect to the LAN to
connect to the dial-up service.

OVERVIEW

Most of you are familiar with the Windows
Remote Access Server (RAS). RAS provides two
types of remote access: dial-up networking and
Virtual Private networking. In this article, I will
explore the dial-up networking services provided
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with RAS. RAS is a service that runs on a Windows 2000 server.
In order for RAS to provide dial-up networking support, the
server must have one or more modems and phone lines con-
nected to it.

RADIUS (Remote Authentication Dial-In User Service) is an
industry standard protocol (RFC 2138 and 2139) that provides
remote dial-in authentication, authorization and accounting.
Windows 2000 server includes a RADIUS server named Internet
Authentication Service (IAS). In this article I will use IAS in con-
junction with Active Directory to authenticate dial-in users.

With all the hype that has been published about Active Directory
over the past year or so, I doubt that any of you need an overview
on just what Active Directory is. I will be using Active Directory to
identify and authorize our remote dial-in users in the examples
shown in this article.

The goal of this article is to show you how to provide secure
remote access to the traveling users in your organization. These are
users who occasionally connect to the LAN and also must dial into
the network.

INSTALLING THE IAS COMPONENT

The first step is to install the Internet Authentication Service. To
install IAS, perform the following from your Windows 2000 server:

1. Click on Start > Settings > Control Panel > Add/Remove
Programs > Add/Remove Windows Components.

2. In the "Windows Components" box, shown in Figure 1, high-
light the "Networking Services" entry, but do not select or
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FIGURE 1: MAKE SURE YOU DON'T UN-CHECK
THE NETWORKING SERVICES BOX!

FIGURE 2: MAKE SURE RADIUS IS SELECTED
IN THE PROTOCOL FIELD

FIGURE 3: ENTER THE NAME OF THE SERVER
THAT RAS WILL BE RUNNING ON

FIGURE 4: IF YOU ENTERED A DNS NAME, MAKE
SURE THAT IT RESOLVES BY CLICKING ON "RESOLVE"

FIGURE 5: STARTING THE ROUTING AND REMOTE ACCESS APPLET
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clear its check box; then click on
"Details."

3. Click on "Internet Authentication
Service" and then click on OK. The
IAS service will be installed on your
Windows 2000 Server.

CONFIGURING IAS

Now that IAS is installed on your server,
you need to configure it by adding a client
who is allowed to use the IAS service. The
client terminology is a bit confusing here.
IAS refers to a client not as a user of your
network, but as a user of IAS. In our exam-
ple, we will be installing RAS on the same
Windows 2000 server that IAS is installed
on. RAS will be a "client" of IAS. So, as we
configure IAS, we will be telling it that the
server named "dpw2kas.corporate.dren-
press.com" is a client of IAS.

To add a client to IAS, perform the fol-
lowing from your Windows 2000 server:

1. Click on Start > Programs >
Administrative Tools > Internet
Authentication Service.

2. Right click on "Clients" and then click
on "New Client." The screen shown in
Figure 2 will be displayed. In the
"Friendly name" field, enter a descrip-
tive name of the client. Leave RADIUS
in the Protocol field.

3. The screen shown in Figure 3 will then
be displayed. Enter either the RAS
server's DNS name or IP address. If
you enter a DNS name, click on Verify
and then click on Resolve. This will
give you the IP address of the client.
Click on "Use this IP" box, as shown
in Figure 4. You must also enter a
"Shared secret" password. This password
is used when we configure RAS in the
next section.

CONFIGURE REMOTE ACCESS
SERVER FOR DIAL-IN

Now that IAS is installed and configured,
we are ready to configure RAS for dial-in
access. The following steps are required:

1. Click on Start > Programs >
Administrative Tools > Routing and
Remote Access. The panel shown in
Figure 5 will be displayed.

2. Click on Action > Configure and
Enable Routing and Remote Access.

This will start the remote access wiz-
ard. When you see the panel shown in
Figure 6, select "Remote Access
Server." The "Remote Client Protocols"
screen will be displayed, as shown in
Figure 7. Make sure the TCP/IP proto-
col is available.

3. The screen shown in Figure 8 will be
displayed, prompting you to specify
how you want to assign IP addresses to
the remote clients. If you have a DHCP
server on you network, choose
"Automatically," otherwise you must
select "From a specified range of
addresses." In this example, the DHCP
service is running on the same machine
as the RAS server we are setting up, so
"Automatically" was selected.

4. The next screen, shown in Figure 9,
will ask you if you wish to utilize
RADIUS. We will be utilizing
RADIUS, so we selected "Yes."

5. The screen shown in Figure 10 will be
displayed. Enter the name of your server
in the "Primary RADIUS server" field
and then enter the shared secret password
that you configured in the previous steps.

MODIFYING ACTIVE DIRECTORY
TO ALLOW DIAL-IN ACCESS FOR
YOUR USERS

One of the primary benefits of this dial-in
solution is that it uses Active Directory to
authorize and authenticate your remote
dial-in users. You must modify the end-
user’s Active Directory account to grant
them dial-in access. To do this, perform the
following steps:

1. Click on Start > Programs >
Administrative Tools > Active
Directory Users and Computers.

2. Select a user that you wish to grant
dial-in access and then click on the
"Dial-in" tab, as shown in Figure 11.
Click on the "Allow Access" radio
button to allow this user to dial in to
your network.

CLIENT WORKSTATION
MODIFICATIONS

We now have IAS, RAS and Active
Directory ready to accept our dial-in users.
All we need to do now is create a dial-in
connection on the user's PC. To create the
dial-in connection, the following steps must

be performed on the workstation that will be
dialing in:

1. Start > Settings > Network and Dial-up
Connections > Make New Connection.

2. The Network Connection Wizard will
start. On the "Network Connection
Type" screen, select "Dial-up to private
network." You will then be prompted to
select the modem device for thi
connection (this procedure assumes you
already have a modem connected and
configured on the user's PC). You will
then be prompted to enter the telephone
number of the remote computer.

That's all there is to it! When the user
dials into the Windows 2000 server, he can
use all the standard tools, such as Windows
Explorer, to map network drives. All of the
services available on the LAN will be avail-
able to the dial-up user (although the
response time will be considerably slower).

EVENT LOG ENTRIES

Some of the actions taken by IAS and
RAS are recorded in the "System Log." For
example, when a user is either granted or
denied dial-in access, an entry is placed in
the System Log. To view the System Log,
click on Start > Programs > Administrative
Tools > Event Viewer > System Log. The
screen in Figure 12 presents a System Log
entry created by IAS that shows a user was
denied dial-in access. If you are having
problems getting IAS or RAS to work, you
should start your problem research in the
System Log. Many times the problem will
be identified in the records within this log.

IAS REMOTE ACCESS POLICIES

IAS provides "Remote Access Policies"
that allow you to grant or deny dial-in
access based on many different criteria,
such as time of day, protocol type and
Windows groups. To view and modify the
IAS remote access policies, click on Start >
Programs > Administrative Tools > Internet
Authentication Service > Remote Access
Policies. You will notice that a default policy
by the name of "Allow access if dial-in
permission is enabled" is automatically
enabled with the installation of IAS. You
can get quite granular with your dial-in
access policies. For example, you could
establish a policy that denies dial-in access

TECHNICAL SUPPORT • JULY 2000©2000 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.



on the weekends for all users in the "Restricted Dial-in Access"
Windows group.

CONCLUSION

Once a remote user has connected to your network via RAS and
IAS, they will have access to all of the resources on the LAN. For
example, if you have UNIX systems on your network, the remote
user will be able to use Telnet and FTP to access these servers. If
you are using the Microsoft Gateway Services for NetWare
(GSNW) to access NetWare resources, your dial-up users will be
able to access these NetWare resources remotely.

The remote dial-in service we built in this article using RAS, IAS
and Active Directory is a basic type of remote access system that
can be used by many organizations. These building blocks can also
be expanded to meet more stringent security requirements. For
example, IAS and RAS can be configured to perform dial-back
access. IAS can also be configured to audit many of the actions that
the remote users perform on your network. You can also configure
IAS to time-out a connection if it has been idle for a specified
amount of time. For those of you who wish to allow users to access
your corporate network via the Internet, RAS can be configured as
a Virtual Private Network (VPN) server. Using the native Windows
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FIGURE 6: SELECT REMOTE ACCESS SERVER

FIGURE 7: MAKE SURE THE TCP/IP PROTOCOL IS SELECTED

FIGURE 8: USING A DHCP SERVER
IS MUCH SIMPLER TO ADMINISTER 

FIGURE 10: SPECIFYING THE RADIUS SERVER USED BY RAS

FIGURE 9: NOTICE THAT YOU DO NOT
HAVE TO USE RADIUS WITH RAS
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2000 Server tools you can engineer an extremely flexible and
secure remote access system for all of your remote clients.  
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FIGURE 11: MODIFYING ACTIVE DIRECTORY TO
ALL DIAL-IN ACCESS FOR A USER

FIGURE 12: YOU CAN USE THE SYSTEM LOG TO
HELP YOU TROUBLESHOOT IAS AND RAS
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