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e-Business in the Enterprise

PKI Applications Using
Digital Signatures

What defines an “e-business” application?
We’re looking to define the “e-” here,

because we all know our business and what
applications are. Some think of e-applications
as necessarily involving financial transactions
over the Internet — or the inverse if you’re
involved in a financial transaction over the
Internet — then it’s e-commerce. Think about
an average Internet transaction, such as
ordering a CD from amazon.com. You provide
a credit card number, an expiration date, a
ship-to address and you get the goods. What
is different about that transaction compared
to just calling the 800 number on the screen
and placing the order over the phone? Both
ways require the same information; it’s just
the medium used is different, right? If that
was all there was to e-commerce, then
Canadian sociologist Marshall McLuhan
was right in saying that the medium is the
message. However, think about it further.
The only aspect of ordering goods over the
Internet in an acceptable manner is credited
to the tiny lock in the bottom left-hand corner
of the browser window that indicates that
your transaction is secure (that no bad guys
are listening in on your transaction, stealing
your account number). The technology
behind the SSL session is a combination of
symmetric and public key encryption. Some-
how through encryption magic, the lock is
supposed to give you an added degree of
trust in the transaction that the hosting site
is not an imposter (although the site doesn’t
know you from Adam). Trust is the key word
here. Likewise, when you place an order
over the phone, you trust that the customer
service representative isn’t broadcasting
your call on speakerphone for a room full
of vagrants to hear. Interestingly, despite
the common occurrence of both transaction
types, neither requires a signature. That’s
precisely the reason repudiations (disputed

charges) are so high in recent years. If trans-
actions are allowed to conclude without an
authorizing signature, that’s to be expected. 

I’ve touched base on the technology
behind digital signatures in previous
columns, however, it’s important to focus
on how digital signature-based applications
work and why they are better for both the
consumer and merchant than half-baked
disputable transactions. 

First, a quick review of what a digital
signature is and why it provides three
essential factors in a binding transaction.
These factors are:

1. Authenticity of the transaction:
ensures that the identified sender
indeed composed or approved the
transaction contents (i.e., they are 
who they say they are).

2. Integrity: ensures that the contents 
of the transaction have traveled or
arrived at its destination without 
being altered.

3. Non-repudiation: ensures that 
the transaction initiator can not 
deny involvement or authorization 
of the transaction. 

The three factors are provided due to the
following inherent characteristics of a digital
signature, as illustrated in Figure 1. 

In step 1, Alice’s original message (plain
text transaction instructions) is processed
through a hash algorithm (such as SHA-1
or MD-5) resulting in a fixed length “digital
finger print,” which is calculated in a similar
manner as checksum. However, where a
checksum could be the same for the following
messages: buy 345 shares of ACME stock
or buy 543 shares of ACME stock, the hash
result of each message would yield dramat-
ically different results. It is precisely this
characteristic that ensures message integrity. 

The digital finger print (also called the
original hash) is then encrypted using
Alice’s private signing key. This results in a
digital signature, which is sent with the
original message and the sender’s public
verification key to the recipient, Bob. 

Bob uses the original plain text message
to recreate the digital finger print (called the
fresh hash). Then, the digital signature portion
is decrypted using Alice’s appended public
key. If the decryption process results in
matching “fresh” and original hash images,
then Bob knows that the message is unaltered
and legitimate given the following conditions:

◆ Bob trusts the sender’s public key 
(signed by a trusted third-party
Certificate Authority)

◆ Only Alice has access to her own private 
signing key (a responsibility for Alice)

Any decent managed PKI product will make
all of the encryption, hashing and signing
steps transparent to Bob and Alice. From
within an application such as email, not only
should the same steps be completely trans-
parent to the user, but seamlessly integrated
into the email application interface as well.
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For example, Outlook, Lotus Notes, Netscape
and GroupWise mail packages have plug-ins
(or inherent support) that utilize a PKI
user’s assigned keys from various PKI ven-
dors such as Entrust, Baltimore, etc.

Other applications that utilize digital
signatures are in the “electronic forms”
category. Where bureaucracy and bottle-
necks caused by paper stacks plague the 
traditional purchasing workflow, integrating
authorization and digital signatures into
forms-based applications can significantly
streamline mundane purchasing procedures,
eliminate unneeded paper flow, and save
organizations time and money. Similarly, the
popularity of organizational human resource
applications is on the rise. Many organizations
are already making company forms, retirement
information and employee benefit details
available on the Intranet, and are poised to
go the extra step to allow processing of such
forms using the browser/web model. 

For basic purchasing transactions and
financial transfers under an arbitrary value
(according to law or policy), the logic and
assumptions above can provide adequate
assurance of legitimate authorization and
unaltered communications. However, for
more significant transactions or contract
agreements worth a substantial amount, I’d
stick to good ole pen, paper and a trusted
notary public. Why? Because that method
has been proven for centuries and it holds
up in a court of law.

It is interesting how governments can
differ in this area. For example, in Germany,
digital signatures can be used for general
electronic commerce, but not for signing land
deeds, leases, certain contracts, etc., due to
the headaches such applications would
assuredly bring into court. Others, like
British Columbia, are proposing using digital
signatures in a much broader scope, including
personal and commercial land deeds. 

SUMMARY 

When dealing with digital signatures, the
technology is the easy part. Difficulties arise
in the laws, policies and boundaries surround-
ing their use. Before your company invests in
this technology, you’ll need to know if your
state has passed legislature allowing the use
of digital signatures for any purpose. Then
you’ll need to understand what conditions of
use apply to the application you’re considering
deploying. Until this practice matures and
proves itself, your organization may want to
“dip” into digital signature applications
before betting the farm on them. 

From a personal use standpoint, even if the
law allowed, I would not feel comfortable
knowing that my will, house and possessions
are legally considered my own only according
to my digital signature. The fear that someone,
somewhere, could falsify his digital signature
in place of mine would make for restless
nights. How about you? 
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FIGURE 1: THE DIGITAL SIGNATURE PROCESS


