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PKI Applications: Secure
Email Using S/MIME

I can’t picture what life would be like 
without email. Like thousands of other

people, I rely on it so heavily that it has
become my preferred method of communi-
cation for business, family and friends. It’s
fast, cheap and seems to be pretty reliable with
the exception of the occasional “misdelivered”
email, which I always blame on a malicious
bit-bucket email gateway somewhere in
Ohio. “Oh?”, I’ll say to the editor with much
surprise, “Didn’t you get my final draft of
the article? I emailed it to you a couple days
ago.” I would bet that dozens of my family’s
past birthday cards (which I never forget to
send at least a week ahead of time) are
stacked up in a post office somewhere nearby. 

I received an email yesterday from an
online shopping site that contained my
shopping “profile” including a username,
password and credit card information.
Because it came in the clear, I stressed for a
couple of minutes, then reasoned that probably
no bad guys intercepted my information
over the Internet. However, I thought, it
would have been much better to have
received it encrypted. I’ve emailed reports
and document attachments that I would
have felt better about had they been
encrypted as well. Besides these trivial
examples, I know that many of my clients
would utilize email more if they knew that
the data and information being sent was
secured and could be directed to specific
recipients’ eyes only. 

WHAT IS S/MIME?

The emerging standard that will allow
us to communicate securely using email
across public and corporate networks is
S/MIME (Secure Multi-Purpose Internet
Mail Extensions). S/MIME was designed
to add security to MIME, an email format

standard already widely embraced by 
corporate and public mail systems. The MIME
format supports enhanced text, graphics
and audio content in a standardized manner.
S/MIME adds data privacy (using encryption)
as well as authentication and integrity (using
digital signatures) to MIME. RSA’s Public-
Key Cryptography Standard (PKCS) format
#7 describes how an S/MIME message
includes encryption information and a digital
certificate (x.509) as part of the message body. 

S/MIME uses a symmetric/public key
hybrid approach to providing encryption,

often referred to as a “digital envelope.”
(See the October 1999 e-Business in the
Enterprise column titled “Digital Signatures
and Enveloping” for details.) Encryption of
the bulk message is done with a symmetric
algorithm (such as RC2, DES and Triple-
DES) and a public-key algorithm (like RSA)
is used for public key exchange as well as
digital signatures. 

USING S/MIME TODAY

Most people use S/MIME-compliant
email clients today. Let’s take a look at what
is required to get Netscape Communicator
and Microsoft Outlook S/MIME ready. 

Figure 1 shows Netscape’s Communicator
email send options found from the email
message composition window. To send an
encrypted email, it’s as easy as clicking on
the option found under the third tab below
the Send button, which controls the send
options. Using the encryption option will
require that you have loaded into the browser
the recipient’s certificate (which contains
the receiver’s public key). To sign a message,
you’ll need to have access to your own private
signing key. To add your own certificate,
click on the Security icon on Communicator’s
main menu and then click on “Yours” to add
your own certificate (this will expect your

FIGURE 1: S/MIME AND NETSCAPE COMMUNICATOR EMAIL 
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certificate to be in PKCS 12 format, as exported by your PKI client soft-
ware or obtained directly from a public CA such as Verisign.)  To add
other peoples’ certificates, click on “People” as shown in Figure 2. 

You can search public or corporate LDAP directories for an
individual’s public certificate by clicking on the “Search Directory”
button. Netscape has a built-in LDAP client that makes importing
other peoples’ certificates easy. 

Using Microsoft Outlook is straightforward, too. To encrypt or
sign an email, simply choose those icon options from the Outlook
Composer toolbar, as shown in Figure 3.

To import certificates for Outlook, you’ll need to go to Control
Panel, then choose Internet Options. You’ll see a tab option labeled
“Security,” but oddly enough, that’s not where you configure certifi-
cates! Instead, choose “Content,” then click the “Certificates” button
to see the Certificate Manager screen shown in Figure 4. 

Here, you can click on Import under the Personal tab and bring
in a PKCS #12 file (often with a P12 or PFX extension) or PKCS
#7 (usually a P7C extension) to add your own certificate to the
Microsoft Internet client. Choosing the “Other People” tab will present
a similar screen allowing you to manually import a recipient’s certifi-
cate (note that there is no inherent LDAP lookup, unlike Netscape).

INTEROPERABILITY 

S/MIME was designed to be interoperable, so that any two packages
which  implement S/MIME can communicate securely. For example,
Netscape and Microsoft email clients both support S/MIME —
wonder of wonders, they can exchange secure email!

To prove product interoperability, there is actually a “S/MIME-
Enabled” seal that is earned by vendors who participate in and pass
online testing. The tests, conducted over the Internet, put S/MIME
applications through a suite of operations that include online certi-
fication, digitally signed and digitally enveloped message creation,
and verification/decryption of received messages. 

SUMMARY

Although the debate about whether or not PKI is ready for prime
time will continue for a while longer, certain certificate-based
applications are already in the mainstream. Secure email is one of
those applications. Keep in mind that it is possible to run dozens of
certificate-based applications without a PKI, but each application
will need to be managed separately and maintain its own certificate
list. Because many common email client applications support
S/MIME, it is a favorite lead application in deploying PKI pilot and
production systems. 

This column has provided basic information you need to start
using secure email. You can obtain more detailed information on
S/MIME from www.rsa.com/smime/.

As always, thanks for reading Technical Support. Your feedback
is always welcome. 
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