
NOVELL’S Zero Effort Networks (ZENworks) is a
powerful end-user device management

tool with multiple benefits for complex end-user environments.
As these organizations look to ZENworks to solve problems
and ease manageability of end-user network assets, they
should also keep a careful eye on the quality of product
implementation. Practical advice from those experienced in
deploying ZENworks in large environments will be of assistance
for a quality implementation of the product.

By paying careful attention to planning and implementation
and having foresight into potential issues, a company can
maximize the benefits of ZENworks and avoid the pitfalls
and end-user disruption. By respecting their enterprise networks
for the sophisticated and complex instruments that they are,
IT resources create implementation successes through
detailed pre-planning. This article will provide insight into
this thorough planning process to help a site build a foundation
for an efficient, minimal disruption implementation.

This article represents knowledge the three of us, network
analysts, gained from implementing and managing ZENworks
at various complex healthcare facilities. Most scenarios discussed
pertain to Microsoft Windows 95 and NT 4.0 PCs, various
network printers and print servers, and environments where
Novell NDS is the primary Network Directory Service. This
article will also review installing ZENworks in existing infra-
structure as well as while adding new PCs and network devices.  

For specific instructions and a review of ZENworks’benefits,
functions and installation process, see John Johnston’s four-part
series (Technical Support September, October and November
1998 and April 1999). 

PREPARING THE ZENWORKS FOUNDATION

Any major upgrade or addition to an existing NDS environ-
ment requires advance thought as to the potential impact to

the existing NDS design. Adding ZENworks to an NDS envi-
ronment can add a significant amount of objects within the
tree. Objects that may be added include application objects,
application folders, workstations, workstation groups and policy
packages. The primary question that must be addressed before
implementing ZENworks is “Where should I place the new
objects within the tree?” In most cases, the tree will not need
to be redesigned unless the object limits of a container are
reached or unless you decide to put the new objects in their
own new container.

On average, several new objects may be added per ZENworks
client. There will be one workstation object created per
ZENworks’ client. There may also be one policy package per
a group of workstation objects. In addition, each application
may require several application objects, as different versions
may need to be installed on different clients. The reasons for
this could include server-based install vs. client-based install
and a user version of an application vs. the administrative
version. Thus, if 1,000 new ZENworks clients are being
added to your existing environment, between 1,000 and 2,000
new objects may be added to your NDS tree.  

So where should you place all of these new objects? As a
general rule, the workstation objects should be placed in the
same container as the user objects. The policy packages and
application objects can either be placed in the same container as
the workstations and users or in the next highest container. It
depends on the situation. For instance, if users from multiple
OUs will be using the same application it’s better to place the
application objects in the parent container of the OUs. It is
easier to manage one application object rather than having
multiple copies in the lower containers. This should not be
done, however, if users will have to access the application
objects across WAN links. The extra WAN traffic, in most
cases, would not justify the time saved in administration. On
the other hand, if an application is only going to be utilized
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by users in one container it’s better to place
the object in the same container with the
users and their workstations.

Other NDS design issues to address when
implementing ZENworks include:

● All NDS design changes and upgrades 
should be made before implementing
ZENworks.  The tree should be healthy
before installing ZENworks. It can easily
add hundreds of new objects so adminis-
tration will be easier in the long run if you
carefully plan your design beforehand.

● Determine how the new objects will be 
managed and by whom. Will objects be
associated with groups or users? How
and when will the application objects
get updated? Will you allow a user in 
a department to control who has access
to a particular application?

● The workstation import policy must 
be configured to allow users and/or
administrators to import workstations
into the tree.

● Determine if the current server hardware 
can accommodate the future growth of
the tree.

● Determine if the current NDS design 
can scale to accommodate the initial
ZENworks objects and future growth.

After the NDS planning is complete,
one of the most important planning steps
to include in a pre-deployment checklist 
is the user assessment. Upgrading a group
of computers without first performing a
formal user assessment can cause major
delays in the ZENworks rollout. Computers
often get shuffled around within a company
as users join and leave the organization or
as computers are upgraded and recycled.
Because of this, users often have work-
stations that do not quite meet their needs.
They may even have multiple versions of
the same software.

It is important to not only visit each
workstation to be upgraded or replaced but
to visit with each person as well. Sitting down
with each user and his/her computer can
take a great deal of time, but a significant
amount of troubleshooting time will be
saved during implementation. This is also a
good time to market the benefits of the
upgrade to the users because they will more

than likely view the implementation as a
hassle to their performing their jobs.

During one of our implementations, we
made the mistake of sending out tech support
staff to inventory the applications and data
on each computer without talking to each
individual user. We figured that not getting
into discussions with each user would save
us some time. During the pilot rollout we
experienced delays for several reasons. The
users complained that we were putting
applications and data on their new computers
that they don’t even use. Then, some users
complained that they were still missing appli-
cations necessary to do their jobs. Because,
we did not bother talking to them while
performing the user needs assessment we
weren’t delivering the desktop they needed.
All of these issues caused delays while rolling
out the new desktops but they could have
been avoided if we would have put more
time into the information-gathering phase.

You do need to be careful, though, when
interviewing the users during the assessment.
A number of users may request software
they don’t necessarily need to do their jobs.
Their managers may also not want them to
have the software they are requesting. So,
it is important to check with department
managers or supervisors in situations where
you are unsure of whether or not the user
should have the software installed.

Several other advantages can be gained
by performing the user needs assessment
besides simply obtaining information for
the ZENworks implementation. Other tasks
that can be performed include:

● updating hardware inventory

● updating software inventory for 
licensing purposes

● gathering additional user information 
to populate into the NDS tree (i.e.
phone number, etc.)

MANAGING THE SUCCESSFUL
DEPLOYMENT OF ZENWORKS

The most important critical success factor
of a ZENworks deployment is the cooperation
and satisfaction of your customers. Without
satisfied customers, the next call you get
from an executive will be about stopping
the project. Make sure this project is
approved and sponsored by executive lead-
ership and that customers are well informed
of what is about to take place in their envi-
ronment. This can be done through meet-
ings, emails, posters, newsletters and
brochures.  Make sure they understand the
soft and hard benefits of the ZENworks and
related upgrades.

Make your customers successful by training
them on new features in advance and by having
extra, short-term support staff available just
after deployment. If customers perceive you
are paying attention to their needs and assisting
with assimilating change, then they will be
much more accepting of technology improve-
ments in the future. Provide efficient training
sessions on new client software just prior to
deployment and roaming support personnel
just after deployment.  At the same time, make
sure the help desk or customer service center
is skilled in the ZENworks features and client
improvements. Also, make sure the temporary
training and support group communicates
with the deployment group about frequent
issues and problems encountered.

Finally, work with your customers to plan
a realistic, customer-oriented deployment
schedule.  Many aspects of the deployment
schedule will affect the level of disruption
to the end-user community. Performing an
off-hours deployment is easy on deployment
staff since there are no distractions and easy
on the users because their workflow is not
interrupted. The downside of off-hours
deployment is that it costs more to spread
resources between on and off-hours work
and that extra follow-up trainers or support
personnel will need to be on hand when the
users arrive for their work day. Business
hours deployment is more difficult to the
deployment team but the users are there to
ask questions and be trained right away.

The second most critical success factor
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is to create detailed plans and procedures.
Procedures can be documented in a deploy-
ment manual that should be drafted after one
or more test rollouts to identify procedures,
unexpected issues and further refinements
in procedure. The deployment manual
should include configuration steps and
details, ZENworks registration procedures,
and other step-by-step instructions for the
complete deployment process. Upon evalu-
ation of the test rollouts, it is likely that the
deployment plan will need to be significantly
modified to incorporate any new procedures
that are required.

When creating a deployment manual, do
not be tempted to oversimplify the ZENworks
workstation registration process. Workstation
registration will not be successful unless a
short series of specific steps are taken in
NWAdmin and on the workstation in a specific
order. When registration is not properly
performed and verified, the workstation will
fail to conform to policies and application
updates pushed by ZENworks and remote
control and management features will not
be available. See Novell’s ZENworks docu-
mentation for details on the various ways to
register workstations.

Create an efficient rollout plan to describe
prioritization of rollout steps and document
effort needed by an overall project manager,
dedicated trainers, NDS/ZEN experts, appli-
cation experts, PC operating system experts,
deployment personnel if new or re-imaged
PCs are involved, and people to stage the
new equipment and get it ready for the next
day. The plan may assign personnel to be
responsible for the following functions:

● ZENworks design and deployment 
planning

● project management
● Novell/network administrator for 

integration into existing environment
● creation and testing of snapshots
● creation and testing of standard desktop 

and/or laptop images
● interview and inventory each area 

and personnel prior to deployment
● training personnel for classes and roaming

trainers during post-deployment phase
● training of existing support staff 

on ZENworks
● an additional help-desk troubleshooter 

to resolve application and hardware issues 
● staging area preparation
● equipment inventory and 

ordering/scheduling

● hands-on deployment of ZENworks 
and/or new PCs or images

● network electronics configuration 
and troubleshooting

If external resources are retained to execute
the rollout, internal support in the areas of
NDS configuration, application trouble-
shooting, network electronics configuration
and helpdesk should still be anticipated.  

HANDLING DIFFICULT
ZENWORKS ISSUES

Foresee as many printing problems as
possible because they will happen. NDPS is
a terrific enhancement to NetWare 5 and it
does make printer setup and management
much easier; however, many of the applica-
tions still in use today are old DOS-based
applications. This means you still need to
use the old queue-based method to map
your printers. An ideal way to handle these
complexities is to create a checklist for each
user’s printer that includes:

● Windows 95 and/or NT printer 
configurations

● DOS capture printer configurations
● Telnet Session configured printers
● printers to migrate from print sharing 

to a print server

To ensure a well-oiled ZENworks infrastruc-
ture, bring all applications up to their latest
specifications. Before using ZENworks to
distribute and manage applications, make sure
that all required upgrades are performed.
Many organizations fall behind months or
years in driver or application updates and
end up in a crisis situation when trying to fit
those applications with new infrastructure.
Follow a checklist for each application that
includes checking for the following:

● known bugs or bug fixes
● printing enhancements
● new or additional drivers for printers,

NICs, NetWare, etc.
● new versions to replace unsupported 

versions

As with every good upgrade or change to
your network, testing and re-testing is crucial!
Take your time and do it right the first time.
It is much easier to work out the printing
and registration bugs before they hit the
users’ workstations then it is to go back and

try to fix it. This is especially true when the
user is standing frantically over you, waiting
to print a month-end report that needs to be
to be signed by the CEO in the next five
minutes! Try following a test program that
includes the following:

● a printout at every printer the user uses 
for printing

● a printout from every consequential 
application used

● a couple of reboot and re-logon attempts
● a verification of NDS registration by 

using remote control or other centralized
management functions in NWAdmin

Plan appropriately for laptops due to their
different modes of use. Next to printing,
laptops may be the single greatest challenge
to the IT manager today. This is particularly
true when deploying ZENworks. Because
many laptop users are usually upper man-
agement, people of power, or road warriors,
you will have little control of what they put
on their computers or the various modes in
which they will use these roaming devices.
This consideration aside, there are a few
steps that you need to take when setting up
a laptop for use for ZENworks. Set your
sights on these goals:

1. Limit laptop differences to one or two 
standard profiles of applications, hard-
ware, and desktop configuration.

2. When testing, test in both stand-alone,
remote access, and network connected
modes to make sure all iterations work
correctly.

3. Since laptops have frequent firmware 
and driver updates, check vendor sites
often for changes and create a distribu-
tion process for these fixes that is con-
venient for the users.

4. Request home-printer information so 
that the user’s home printer driver is
included and configured on the laptop.

5. Create an image or snapshot of the 
complete laptop configuration using 
PC image duplication software. This
will make future re-configures much
faster, if needed.

Allow plenty of time to learn snapshot
creation techniques and create application
snapshots. The ZENworks snapshot utility
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is an excellent tool for deploying applica-
tion to users. However, it can be very tricky
to set up. Once again, testing is extremely
important if you want application snapshots
to be successful. Usually you will need a
power-user for each application to test your
snapshot application with every application
function they can think of.  In addition, keep
these techniques in mind:

● Use a “clean” workstation every time 
a new snapshot is created. Re-image the
PC after each attempt at creating a snap-
shot so that conflicting registry settings

and files are cleaned from the hard drive.

● Clean up PCs that will receive new 
deployments of application snapshots.
If possible re-image and standardize all
PCs in the field so they are less likely to
develop conflicts with new applications.

● Test application snapshots on each iteration
of PC hardware. Subtle differences in
drivers, software, and even CPU cache
and clock speeds can cause differing
application problems.  This is especially
true with 16-bit applications.

● Consider using the ZENworks “unattend”
utility to make repetitive package delivery
more manageable. 
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