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e-Business in the Enterprise

A Perspective on CPS
and CP: Part I

“The technology is the easy part.” I
wish I had a dollar for every time I

heard this statement in reference to dealing
with politically motivated application
rollouts. Security applications are the most
involved, especially those discussed in my
previous columns; applications that integrate
with a managed public key infrastructure
(PKI). In this month’s column and the next,
I’ll examine the principles behind the least
understood and most debated component of
any e-business infrastructure: the policies
and procedures defined by the Certification
Practice Statement (CPS) and Certificate
Policy (CP) documents.

The outline alone for either document
could fill pages, so rather than detailing
what should go into these documents (a ref-
erence for a detailed template is provided),
it is helpful to first know the purpose of
these documents.

WHY SHOULD I TRUST
THIS CERTIFICATE?

Recall that public key technology enables,
among other services, non-repudiation and
legally binding digital signatures. Think
about what that means: You can’t deny
involvement in a transaction where your
private key has been used, such as digitally
signing an electronic document (a con-
tract), an action that will be is viewed as
legally binding in the eyes of the law.
However, this applies only if the methods
used to distribute and manage certificates
and keys, as well as protect the Certificate
Authority’s (CA) private key, meet or
exceed guidelines defined by the governing
authority. But how does such a provision
come to pass for any group of people who
are, for a lack of a better description,
abiding participants of a community, be it

a company, township, city, state, country,
or otherwise?

It boils down to trust. Participants of the
community must trust that the CA itself, as
well as certificate and private key distribu-
tion, are all operated and managed in a
manner that eliminates doubt that certifi-
cate holders are who they claim to be. In a
public key infrastructure, the document that
describes this is the CPS.

To illustrate, imagine your job is to distrib-
ute sensitive medical test results back to
authorized doctors, hospitals, health agencies
and individuals. You’ve been told that
you’ll lose your job if any information is
delivered into the wrong hands. To be
absolutely sure, many would prefer delivering
sealed envelopes in person, but of course
this would be cost prohibitive in this very
competitive field, so you use email. To feel
secure in your job, you’ll need to know
that the email recipient is indeed who he
says he is and that no one else can read the
information. From previous columns, I
described in detail how public key logic
allows the sender to encrypt the document
using the recipient’s public key, and only
the intended recipient is able to decrypt (using
their private key) and read the document
contents. This works great as long as you
are sure that private keys stay private. This
may be obtainable if you understand and
trust your own organization’s CPS and the
recipients of the information hold certificates
generated and signed by your PKI.

It gets more complicated when the
recipient holds a certificate signed by a CA
other than yours, however, and such a
condition calls for cross certification
between CAs to obtain the same level of
implied trust. Technically, cross certification
is easy: Each CA signs the others CA’s
public certificate as being a trusted member

of its domain (or community). You’ll still
use the recipient’s public key to encrypt the
document, and through technology your
CA will vow that the recipient is true
because his certificate is signed by another
trusted CA. However, in reality your sense
of security depends on how the other orga-
nization’s PKI is set up and managed. In this
case, both organizations’ CPS contents must
agree in either a peer-to-peer or hierarchical
relationship. Establishing such a relation-
ship can take an excruciatingly long time,
however, as it requires lawyers from each
side to hash out the details of liability.

To get an idea of the amount of detail in a
working CPS for public CAs, you can
download documents from Entrust, Verisign,
and Thawte using the following links:

● www.entrust.net/about/cps.htm
● www.verisign.com/repository/
● www.thawte.com/cps/contents.html

The following links provide examples of
corporate and state agency CPS documents:

● www.fp5-csp.com/en/FP5cps.htm
● http://dsgr1.wa.gov/ca_001cps.txt

In general, the CPS should describe why
certificates signed, created, and distributed
by the PKI should be trusted and how (what
practices are employed) to support the
security policies for specific applications
being used (detailed in the CP). Included in
the CPS is a detailed description of the
physical security employed to protect the CA
private key from tampering, vandalism, etc.

SUMMARY

There is a popular template, RFC 2527,
available from the Internet Engineering
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Task Force web site that you can download
and use as a guide for creating CPS and CP
drafts: www.ietf.org/rfc/rfc2527.txt

There are no hard and fast rules for creating
the contents of the CPS, but this document
suggests an outline to hasten the development
of CPS (and CP) documents for private or
public certification authorities. The outline
is quite extensive, but it is not uncommon
for organizations to only use portions of
the framework as certain sections may not
be applicable to their applications or user
community.

Closely related to the CPS is the
Certificate Policy document. But rather
than address the question of “Why should I
trust this certificate?” the CP addresses
“What can I do with this certificate?” Next
month I’ll examine Certificate Policies and
how the CPS and CP documents relate to
each other. 
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