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AS the demand for application integration and interope
ability increases, the term “middleware” takes on a

completely new meaning. Middleware can be defined as
intermediary software or a gateway server. Middleware
serves as the software that is not quite operating system level
software, but not quite application level software.
I define the operating system as hardware
controlling software. The operating sys-
tem controls hardware resources and
provides a shell for user-launched
applications. An application is
software that provides the user
interface and performs the business
logic that software provides.
Middleware is the “gray area”
software in between. It does not
provide the application-specific
logic, yet it does not control hardware.
It’s the nebulous stuff that connects the
application and the system. Middleware
can also serve as a gateway between two
disparate applications, making the applications’
functions even richer. If Application A needs data that is
churned out by application B, middleware is the software that
connects the two and performs the magic so that Application
A can present the combined data. The middleware takes the
data out of application B, turns it into a form that Application
A understands, and then processes the data and presents it to
the users. Figures 1 and 2 illustrate these definitions.

Metadirectories are a prime example of a middleware
application that illustrates the application “gateway” concept.
By themselves metadirectories don’t do anything; a metadi-
rectory processes something used by another application. A
metadirectory illustrates the middleware concept by use of its

“connectors.” If I write a record to the Novell Directory
Services (NDS) database, and I want my Active Directory to
be updated with the same information, the metadirectory
through its connectors, translates the NDS record to the
Active Directory record, and updates it appropriately.

Although most operating systems bundle an LDAP
directory with their product, the LDAP is not

a metadirectory; LDAP is simply a standard
directory protocol, and an LDAP directory

is a form of middleware; it does not
perform any of the joining logic that
a metadirectory performs.

These layers used to be distinct and
clear. Today, however, the lines are
blurred. No one is quite sure where
the dividing line is between operating

system, middleware and applications.
Today’s users demand that these

operating systems contain some sort of
middleware function. Simply providing a

shell and controlling the hardware is not
enough for today’s IT managers. There are two

approaches that operating system vendors are taking: They
are either bundling someone else’s middleware with their
product, or incorporating it as their own. The following
highlights today’s major network operating systems and how
they incorporate middleware as part of their offerings.

NOVELL NETWARE 5.1

NetWare takes a dual track in including middleware with
its operating system. It includes products designed and
supported by Novell, but it also contains products that it
OEMs from partners:

Middleware: What Does it
Mean Today?

The lines between operating system, middleware, and applications used to be distinct and clear.
Today, however, the lines are blurred, as users demand that these network operating systems

contain some sort of middleware function. Simply providing a shell and controlling the hardware
is not enough for today’s IT managers. This article highlights today’s major network operating
systems and how they incorporate middleware as part of their offerings.
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There are two approaches
that OS vendors are taking:
They are either bundling

someone else’s middleware
with their product,

or incorporating it as
their own.
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● Novell Directory Services: A fully
functional, robust directory product that
not only manages the operating system
but can be leveraged by a multitude of
directory-dependent applications. Many
email and web applications require a
directory platform to work with. Novell
includes that as part of its operating
system offering.

● Web Server Services: Novell includes
a version of Netscape Enterprise Web
Server for Novell for Web and FTP
server functions. With this offering,
Novell chose to collaborate with an
industry dominant player, instead of
writing proprietary applications. (They
have learned from past mistakes.)
Novell also includes a copy of IBM’s
WebSphere Application Studio for Web
application development.

● Security Services: Included with
Directory Services is security, however,
Novell includes Certificate Server to be
used as a Public Key Infrastructure
(PKI) services infrastructure, adding
the security of digital certificates to
the operating system’s environment.
This is now their own product, but in
the past, they have bundled Entrust’s
PKI products.

● Desktop Management: Desktop
management, traditionally a large
middleware product of its own, is
integrated into the NetWare operating
system. Novell includes a starter
pack of ZENworks (Zero Effort
Networking), which provides the
ability to easily manage desktops by
allowing you to easily distribute
applications and inventory workstations.
The starter pack gives you the
functionality of ZEN, except for remote
control capabilities.

● Database Management Software:
NetWare comes bundled with Oracle 8i
for NetWare. This is database
management middleware on which
applications can be built.

NetWare is not just a file and print services
operating system anymore. It comes with a
full suite of middleware products for
developing complex, high-end applications,
with an emphasis on web-based applications.
NetWare has really tried to position itself as
a complete application development platform
by including the aforementioned middle-
ware products.

WINDOWS 2000

Windows 2000 takes more of a “Micro-
soft” approach — middleware integrated
with the operating system. The majority
of middleware products are Microsoft
branded, and were either developed by
Microsoft or bought from other vendors
by Microsoft.

● Active Directory Services: Replacing
the Domain structure, Active Directory
Services is a functional directory
product that not only manages the
operating system and network
resources, but can also be leveraged
by a multitude of directory-dependent
applications and other middleware,
such as PKI services (regardless of
vendor) and LDAP services on
your network.

● Web Server Services: Microsoft
provides IIS (Internet Information
Services), which includes basic web
and FTP services. IIS also comes with
Microsoft Transaction Server and Index
Server. These middleware servers
provide the foundation for Internet
applications to run on the NT
operating system.

● Security Services: Certificate Services
is Microsoft’s entry into the PKI
middleware market. Windows 2000
comes bundled with Certificate
Services, which in conjunction with
Active Directory Services, forms a
public key infrastructure (right out of
the operating system box).

● Desktop Management: Desktop
management, traditionally a large
middleware product of its own,
s integrated into the Microsoft operating
system. With group policy objects and
the Active Directory functions,
Windows 2000 administrators can
automate and manage the desktop
environment centrally from the server,
without any add-on software. Of course,
to get real desktop management,
SMS 2.0 works in conjunction with
Windows 2000 to better manage
the desktops.

Similarly to Novell, Microsoft has posi-
tioned Windows 2000 as more than just a file

and print service operating system, but a
complete application development platform.
By making IIS part of the installation
process of Windows 2000, and bundling all
the aforementioned “middleware services”
out of the box, they too have blurred that line
between operating system and middleware.

LINUX

Although Linux is technically a free
operating system, companies such as Red
Hat and VA Linux are promoting its use as
an enterprise operating system. Linux itself
is freely distributed, but Red Hat, Corel, and
VA Linux are reselling the operating system
with bundled middleware applications. Red
Hat Professional comes with 30 applications,
including the Apache Web Server, IBM DB2,
and CPAN archives for Perl programming.

WHAT DOES WHAT BEST

The three major players mentioned pre-
viously attempt to make themselves the
exclusive operating system of your enterprise.
However, if you’ve been in this industry
awhile, you realize that even with their
marketing hype, they complement each other,
instead of replace each other. The right oper-
ating system/middleware combination really
depends on the application, as shown here:

● File and Print Services: For your file
and print services needs, NetWare fits
this bill nicely. It is by far the best
performing, most reliable, and easiest
to secure file server in the industry.

● Application/Web Server: If your
primary use for servers is to crunch
transactions or serve up web-based
applications, then Linux, followed by
Windows 2000, should be your choice
for those applications. The architecture
of the OS allows these applications to
perform better then on a NetWare
platform, and the architecture tends to
be more reliable. Also, there are many
additional third-party applications and
middleware products that are developed
for these platforms as opposed to
NetWare. If you have any Unix
experience in your shop, then Linux
deserves a strong look. However, if you
don’t have any Unix experience, and
your budget doesn’t allow you to hire
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a Linux administrator, then Windows
2000 is your best bet.

● Directory Services: If you are
managing large environments, the ease
and stability of managing network
resources is important. Novell has by
far the most mature, stable and flexible
directory. While Microsoft has made
great strides in this direction, Active
Directory is still Domains under the
hood, and hasn’t been around enough
to stand the test of the real world. For
those of us who remember NetWare 4.0
and NDS; we don’t want to relive that
with Active Directory.

● Desktop Management: This depends
on what you chose as your primary file
server operating environment. Both
ZENworks (starter pack and full version),
and Group Policies (and SMS) provide
great desktop management options. The
free stuff you get from Novell is a little
more straightforward, robust and flexible
than the Group Policy Objects. However,
if you are a fully Microsoft shop, the
Group Policy Object configuration runs
circles around Windows NT policies.

● GroupWare: This decision should be
made independent of what your primary
NOS is going to be. The aforementioned
vendors will try and convince you that
they are inter-related, however they can
exist exclusively of each other. The
three major GroupWare products are
Microsoft Exchange, Novell GroupWise,
and Lotus Notes. GroupWise will run
on an NT server, however, it runs a lot
better on a NetWare platform. However,
you can still have a NetWare farm for
GroupWise, and keep Windows 2000
as your primary file server. The
disadvantage to having these distinct
environments is management. However,
with metadirectory, and single sign-on
products, this becomes less of an issue.
Exchange will only run on 2000, and
Notes will run on either 2000 or Unix.

CONCLUSION

As we look at the history of operating
systems, their functionality continues to
become richer. The operating system simply
cannot be a shell, and PCs aren’t simply
used for office automation tasks anymore.

Application demands and operating systems
have become more complicated, and user
demands have grown exponentially.
Therefore, middleware has become a neces-
sity to enable these high-end applications as
the core operating system. The business
needs of application use have blurred that
line between the layers of operating system,
middleware and application.

One simply needs to look at Microsoft’s
battle with the United States Department of
Justice concerning making an Internet
browser part of the operating system to
understand that an operating system is no
longer just machine language that talks to
hardware. As we can see from the different
approaches vendors take to integrate middle-
ware into the operating system, middleware
is not only an item on a wish list, but rather
a necessity. While these vendors have tried

to create an operating system that does
everything, we still find that they these
operating systems complement each other,
and have their particular niches, rather than
replace each other.
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