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Tales from the Trenches

T his month's column has a real-life
troubleshooting, "in the trenches"

focus. Most of my previous columns have
focused on installing and configuring
Windows 2000. This month's column serves
as a reminder that while new technology is
great, we still need to pay attention to what
we have installed and ensure that our current
house is in order before we look at changing
things. Most of my clients are talking about
migrating. One client in particular needs to
repair a badly designed and poorly main-
tained network before even considering
migrating. Currently, migration to Windows
2000 is the least of their concerns.

THE PROBLEMS AND HOW WE
STARTED TO UNTANGLE THEM

Before I go into depth on what this
particular client’s problems were, let me
provide a layout of their network. The client
has six physical locations all connected via
1/2 T1 lines. They have two domains contain-
ing separate resources and user accounts.
Each location has at least one server for
each domain. Every server is a backup
domain controller (BDC) for the respective
domain. Figure 1 shows their configuration.

The problem that we tried to solve was
only a symptom of an underlying configu-
ration problem with the servers. Originally,
our client asked us to implement a backup
solution for all of their servers. However,
when we attempted to implement a backup
solution, we noticed that some servers were
low on disk space, some were operating at
Service Pack 2, and errors filled up the
event viewer. The biggest error we found
was that some of the BDCs reported different
security IDS (SIDs) than the primary
domain controller (PDC). However, the
error wasn't consistent on every BDC

because only some of the BDCs complained
about having different SIDS. When we
brought the SID problem to the client's IT
shop's attention, they listed the following
symptoms of the incorrect SIDs:

● Trust Relationships not being able to
be successfully completed 

● Global Groups not functioning as they
should

● adding a user to a group across
domains and winding up with a totally
different user in that group

The first thing we did was document the
SIDs for each server. We used a freeware tool
called GetSid from SysInternals. You can
download the tool from the following URL:
www.sysinternals.com/misc.htm#getsid. To
use GetSid on the host server, copy the pro-
gram into a temporary directory. Make sure
that you run GetSid from a command prompt
and not the GUI shell, as the results will go
away with the window. You can run GetSid
on remote servers as well. At the command
prompt type GETSID \\servername.

Once we realized how inconsistent the
SIDS were, we generated a new SID for
each domain and synchronized the BDCs
with the new SID on the PDC. This was
definitely an off-hour project.

We used NewSID from SysInternals to
generate the new SID on the PDC. Before
you use the NewSID tool, make sure you
have a backup copy of the registry and a
good emergency repair disk.

To use NewSID, type NEWSID.EXE from
a run prompt. See Figure 2. Click on "Apply
New SID." The program will generate a new
SID, and should take a few minutes to run.

At the BDC level we synchronized the
SID on the BDCs to match the PDCs. From
a run prompt, type NEWSID.EXE. Next,
click on "Synchronize SID." This process
will take some time as well. Here's the main
problem: After we rebooted the BDC, we
did not receive a login prompt. The server
would come up and remain idle. We could
ping the server but could not access any of
the shared directories. After the panic wore
off, I booted the system with the three NT
disks and performed a repair. I tried each of
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the options of the repair incrementally, and
only when I replaced the registry and the
security account manager (SAM) did the
server come back. I tried the SID synchro-
nization again and everything was fine. The
login problem occurred on two of the five
servers we worked on.

Another nice feature of NewSID is that you
can move a BDC from one domain to another
by using the synchronize SID utility. Just
make sure that you create a computer account
in the new domain for the migrated server.

SUMMARY

We were finally able to clear up the
underlying problems with the servers and

tackle the task at hand, cleaning up the
backup situation. However, there was one
more problem that we needed to solve;
users from Domain A were not able to
access resources in Domain B. We had to
break the trust relationship and re-establish
the links between domains to solve the
logon authentication problem once and for
all. Although this wasn't the cleanest
process, it was the most effective in cleaning
up some deep-rooted network configuration
problems. The SID utilities provided by
SysInternals were a great help. This situation
underscores the need to not forget about
the many enterprises that are still running
under Windows NT 4.0 and reminds us that

we should not always concentrate on the
future.  
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