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Metadirectory Potential

I n last month's column, I compared the 
roles of directories in PKI deployments

and traditional enterprise networks. Network
administrators are most familiar with NOS
and email directories, which are proprietary
in nature and typically protected using the
system's inherent authentication and permis-
sion security mechanisms. PKI directories,
on the other hand, are used to store public
certificates and Certificate Revocation Lists
(CRLs), are meant to be made generally
available to whomever (albeit read-only)
and support access via open standards
(LDAP). The thought of using an existing
NOS directory as a PKI certificate repository
and CRL lookup resource understandably
raises concerns about enterprise security,
performance and reliability. 

The ideal directory solution supports the
public access requirement of a PKI while
protecting enterprise resources, and if we
can add some administration and productivity
benefits, all the better. The first perception
hurdle that administrators must deal with
and sell internally is the introduction of "yet
another" (YETA) directory. But if the incor-
poration of that YETA directory can provide
significant return on investment (ROI) in sev-
eral areas, it becomes much easier to accept.
Note: Dead set on not incorporating YETA
directory? Some companies like Seimens
have introduced products that act as a
"meta-hub," which implements the metadi-
rectory join engine logic in a software-only
layer and the actual common view reposito-
ry can be an existing enterprise directory,
such a Novell's NDS.

WHAT IS A METADIRECTORY?

IT analysts, the Burton Group, coined the
term metadirectory (a directory of directories)
as it pertains to a super-directory that

"joins" information stored in disparate
computer-based directories so users and
applications can go to (and rely on) a single
source to obtain authoritative information.
This in itself adds value to intranets, pro-
ductivity, human resource and internal audit
reporting, etc. Figure 1 shows the basic
logic behind a metadirectory implementation.

Note that the different sources of infor-
mation may be in any type of format as long
as the metadirectory product supports a
connector for that data source. For example,
connectors for Oracle, Lotus Notes, NDS,
and OS/390 could be used to bring together
a master directory of employee information.
In this example, the Human Resource (HR)
Oracle database may be the authoritative

source for name, title and phone number
while the email directory is the authoritative
source for the email address. Both NOS and
mainframe user directories are the authori-
tative source for their respective user IDs. A
connector to the enterprise PKI could
include the public certificate for the
employee in the metaview. The metadirectory
provides a customized view of the employee,
including as many or as few attributes as
desired from the connected directories.

The metadirectory itself typically stores
information in X.500 format and supports
LDAP as the protocol that clients and
applications will use to access the data. An
LDAP client (which may be built into an
application and is transparent to the user)
will provide the intelligence to query, sort,
etc., on the requested attributes. 

Wherever possible, LDAP connectors
should be used to simplify metadirectory
administration. For example, the current
version of NDS supports LDAP v3, so a
generic LDAP connector on the metadirectory
can be used rather than a proprietary NDS
connector. Where a database, email or OS
platform does not support LDAP, then a
platform specific connector (provided by
the metadirectory vendor) can be used. The
number and variety of connectors available
is a major selling factor that distinguishes
one metadirectory offering from another. 

ADMINISTRATIVE BENEFITS

If the metadirectory can provide stream-
lined administration of the joined directories,
then the ROI just gets better. This can be
realized in the following two ways:

� The metadirectory itself can be a single
point of administration (SPOA) for the
joined directories. 

This supports the
real-world scenario

of centralized
administration with

decentralized
ownership. That is,
specific bits of data
can be replicated

while application and
department specific

data remains
distributed and under
control of their current

system owners.
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� The metadirectory join engine enables an administrator to make
a change in one directory and have that change updated throughout
all participating directories.

Today's high-end offerings allow you to leverage both adminis-
trative approaches, which implies that data between directories is
synchronized and replicated. Rules can be defined in the metadirectory
logic that specify which data sources are managed under what
administrative option. 

This supports the real-world scenario of centralized administration
with decentralized ownership. That is, specific bits of data can be
replicated while application and department specific data remains
distributed and under control of their current system owners. 

Depending on the nature of the data, using only replication can
cause data transfer bottlenecks and perhaps raise political concern
that copies of sensitive corporate information exist in multiple
locations (and therefore are susceptible to unauthorized change).

A second approach for supporting a common data view involves
using a metadirectory as an information broker that "chains"
requests to other directories. This is comparable to how a web page
may include URL links to other information resources, but the data
itself is not replicated or stored in a single location. 

Consider that a web page can have both URLs that point to other
data sources and local data at the same time. Similarly, a metadirectory
may support a combination of broker chaining and replication. If
the metadirectory product supports both approaches concurrently, a
common view of the joined data is presented and corporate politics
and structure can dictate what combination of replication and broker
chaining is used. 

REAL-WORLD USE

Ideally, when an organization hires a new employee data would
be entered into a human resources system, which then triggers routines
to set up a network account, a mainframe account, an email address
and account, a phone number, and perhaps public certificates and
all necessary key pairs. After initial creation, all joined information
would be shared and replicated. If the employee's phone number is
changed in the HR system, that update would be replicated to the
NOS and MF directories if desired. In addition, if the employee
leaves the company, one action in either the metadirectory or HR
system would remove the user from all systems.

SUMMARY

The metadirectory is a very powerful idea, but is not yet widely
deployed — although several IT industry leaders are dedicating
R&D resources to this emerging technology. For example,
Microsoft recently acquired Zoomit's Via meta-directory product
and have renamed it MMS (Microsoft Metadirectory Services).
Novell, Computer Associates, Seimens, Isocor (recently acquired
by Critical Path), and other technology companies are building or
buying metadirectory products in hopes of grabbing the lion's share
of this gold-rush market. 

This issue introduced some fundamental concepts of the metadi-
rectory and how it can be used. Next month, I'll further examine
why a metadirectory is ideal for leveraging e-business and PKI
applications and how directory information can be made accessible
by web- and non-web-based applications. 

Your experiences, comments and feedback are welcome. As
always, thanks for reading Technical Support magazine.
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FIGURE 1: METADIRECTORY LOGIC 


