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REMEMBERthe good old days, when everything
ran on the mainframe? For data

backup and recovery, most of us ran Innovation Data
Processing's FDR package. Our backup systems were solid,
and we slept well at night, knowing that all of our company's
data was protected. Then along came client/server technol-
ogy. We started implementing Unix, NetWare and
Windows NT file servers into our shops. Each
of these servers ran a different backup soft-
ware product. 

The following scenario depicts the
(de)evolution of one site's client/server
backup infrastructure:

The ABC Company started with a
single NetWare server that was
utilized by 20 or 30 end users.
Each night, the computer operators
performed a full backup of the server
using Mountain backup software
writing to a 4mm tape drive. As
expected, hundreds of end users were
soon clamoring at IT's door, demanding
that they be placed on the LAN. Several more
NetWare servers were implemented, each with their
own 4mm tape drive. For the newer servers, Arcserve was
utilized to perform full backups every night on each server.
Next, a Unix-based file server was implemented for a specialized
application. This server utilized an 8mm tape drive for its
backup using the TAR backup software. Then, several NT file
servers were installed. Each of these servers contained internal
DLT tape drives and Acrserve for NT was used to perform
nightly full backups on these servers. By now, the poor
computer operators were running to each server every night,
manually starting and monitoring the file server backups.
The fact that multiple backup software and hardware systems

were utilized further complicated matters. The computer
operators had a very difficult time ensuring that the backups
for every server completed successfully each night. Many
times, a file server's backup would fail several days in a row
before anyone noticed. Every time a restore was requested,
the second-level support personnel would hold a prayer

session, hoping they had a good backup from which
they could restore. 

Obviously, the ABC Company's backup
methodology had reached critical mass

and something had to be done. The
answer is a centralized backup system.
The operators need a single system
that can back up every file server in
the organization, using the same
type of media for each server. With
a centralized backup solution, the
computer operators easily start and

monitor all of the file server backups
from a common graphical interface.

The benefits of a centralized backup
system include the following:

� all client/server platforms are backed up using a
common method

� the same media type is used for all client server platforms
� backup integrity is enhanced
� disaster recovery is greatly simplified
� data restores procedures are simplified
� data archival can be standardized across all platforms

This article provides an overview, based on my experiences,
of how the Legato Networker centralized backup system
works and how you can use it to standardize the backup and
recovery processes for your file servers. 

Centralized Windows Backup
and Recovery: A User's

Perspective

Arobust centralized backup solution allows you to start and monitor all of your file server backups
from a common graphical interface. In this article, the author demonstrates how Legato's

Networker product can standardize the backup and recovery processes for your file servers.
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When you go to bed at
night, are you confident
your file server backups

will complete successfully?
When it's time to do a

restore, do you cringe and
pray that you will be able

to recover the data?
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NETWORKER OVERVIEW

The Legato Networker backup system is
designed to centralize the backup of all of
the file servers used in an organization.
Networker copies data from these file
servers to a central server, then dumps this
data to tape. Networker supports all of the
major server platforms, including Windows
NT, NetWare (3.12, 3.2, 4.1, 4.11 and 5.x)
and various Unix flavors, including IRIX,
HP-UX, Tru64, SCO, AIX, Linux,
DYNIX/ptx and Solaris. You can also use
Networker to provide a centralized backup
solution for your workstations. Networker
can back up Windows 95, Windows 98 and
Windows NT Workstations. The latest
release, Version 5.7, provides support for
the Windows 2000 platforms. Release 5.7 is
very near general availability, and may be
shipping by the time you read this article.

Some of the major features of Networker
include the following:

� supports running full, incremental and
differential backups 

� allows data to be staged on disk, then
moved to tape

� utilizes the TCP/IP protocol to move data

� supports add-in modules to perform hot
backups of SQL and Oracle databases

� supports add-in modules to perform
data archiving

� provides mechanisms to clone backup
data to multiple tapes

� supports the use of remote tape drives to
reduce network traffic

� provides a command-line interface that
can be used to automate tasks via scripts

� allows single files, directories or entire
volumes to be restored

� allows file restores to be re-directed to
other file servers

� provides a simple installation process

Networker breaks the backup data into
logical units known as "savesets." For
example, let's say you have a Windows NT

server that contains a C: disk drive, a D:
disk drive and an F: disk drive. When
Networker backs up this server, it will create
the following five separate savesets:

� C:\
� D:\
� F:\
� REGISTRY:
� REPAIR DISK:

Notice that besides backing up the disk
drives, Networker also automatically backs
up the Registry and Repair Disk areas of
Windows NT servers. There are several
benefits to this saveset architecture; the
most important being performance. Our
sample server has three physical disk drives.
You can tell Networker to multi-thread the
backup process for this server. For example,
you could tell Networker that for this
server start up to four backup threads. So,
when the backup for the server starts, the
C:\, D:\ and F:\ disk drives are all backed up
concurrently. Since there is one thread left
over, Networker will also back up the
Registry while the drives are being backed
up. When one of these threads ends,
Networker will back up the Repair Disk area.

NETWORKER COMPONENTS

The Legato Networker centralized backup
system consists of the following major com-
ponents: backup server hardware and software;
network interface(s); client software; and a
tape library. All of these components must
be properly sized and managed to minimize
the time required to back up all of the
servers in your environment. Let's take a
look at each of these components.

Backup Server Hardware and Software
The Legato backup server runs the server

portion of the Networker software. This
software manages the backup process for
each server being backed up. The
Networker server software also maintains a
database that specifies which savesets are
written to which tapes. This media database
is crucial to the operation of the Networker
product. The Networker server also main-
tains index databases for each server that it
backs up. This index database maintains
entries showing which files are contained
on which savesets. 

The Networker server can be run on the
following platforms:

� Unix
� Windows NT
� Windows 2000 (Version 5.7 — currently

in beta)
� NetWare 4.11
� NetWare 5.x

Choosing which platform to run the
Networker server on can be difficult for
many organizations. You must remember
that Networker can back up many different
types of file servers and clients, including
Windows NT, Windows 2000, NetWare,
Linux, Windows 95 and Windows 98. No
matter which platform you choose to run the
Networker server software on, it will be
able to back up all of these platforms.

Now you may be asking yourself, "Why
would a shop that primarily utilizes
Windows NT servers choose any platform
other than Windows NT or Windows 2000
to run their Networker server?" To answer
this question, let's look at the network
interface component of the Networker
backup system.

Legato Network is a server hog.
Networker is CPU-, NIC-, disk- and tape-
intensive. When files are backed up to a
Networker server the entry for each file
backed up is placed in a "index" database. If
you are backing up a large number of files,
these indexes can become quite large.
Legato provides server-sizing recommenda-
tions on its web site that you can use as a
guideline for sizing a dedicated backup server. 

Network Interfaces
Many companies split their network into

multiple sub-networks. This is primarily
done for performance reasons. As a network
grows, and more and more file servers are
placed on an Ethernet segment, sooner or
later there is so much traffic on the network
that it must be split into segments to isolate
the traffic. It is not uncommon for a company's
network to have more than 10 network sub-
nets. These subnets are generally connected
together using switches or they may all
connect to a high-speed backbone network. 

When you back up your file servers, a
great deal of traffic is placed on the network.
Each file server will be pushing its data
through the network to the Networker server
where it is subsequently dumped to tape. If
all of your file servers reside on the same
network segment, this segment will be
pushed to its limits when your backups run.
To solve this problem, the network is 
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segmented into multiple subnets, and the
file servers are placed evenly across these
subnets. 

On the Networker backup server, you can
add multiple network interfaces, one for
each network subnet. For example, let's say
your network has four subnets (we will call
these subnets A, B, C and D). Each of these
subnets has 30 file servers connected to it,
for a total of 120 file servers. On the
Networker backup server, we have four NIC
adapters, one NIC for each network subnet,
as shown in Figure 1. Now, when we run
our nightly backups, we can run the backup
for several servers from each subnet con-
currently without bringing the network to
its knees. 

So, back to the question of why a shop
that primarily utilizes Windows NT servers
would choose a platform other than
Windows NT or Windows 2000 to run their
Networker server. It is very difficult to
implement more that two NIC adapters in a
Windows NT file server while implementing
multiple NICs in a Unix server is relatively
simple. Organizations that have many network
subnets may choose to implement a Unix-
based Networker server because of this.
Implementing Unix in a shop that has
absolutely no in-house Unix expertise may
not be a wise decision, but if your staff is
comfortable with Unix, you may wish to
consider implementing a Unix-based platform
for Legato Networker. 

Client Software
The client software is a small software

package that resides on each file server or
workstation that is to be backed up to the
Networker backup server. This client software

pushes the data through the network to the
backup server using the TCP/IP protocol.
The client software is also used to perform
file-level restores.

Tape Library 
One of the main components of a central-

ized backup system is the tape library.
These devices are also known as tape auto-
changers, tape silos and tape jukeboxes, and
contain one or more tape drives, slots for
tapes and a robotics mechanism. When the
backups are performed, the Networker server
software scans its media database and
directs the jukebox robotics to mount an
eligible tape from the tape slots into the
tape drive. 

Tape libraries come in many different
sizes. The smallest units contain less than
10 tape slots and a single tape drive. Mid-
range units may contain up to four tape drives
and 40 or 50 tape slots. The large units contain
10 or more tape drives and several hundred
tape slots. When selecting a tape library,
you must ensure that the library is supported
by the backup server software. A tape
library compatibility list for the Networker
product can be found at www.legato.com.

Tape libraries can utilize a variety of tape
drives. You can choose from 4mm DAT
drives, 8mm drives and DLT drives. Most
larger organizations will choose DLT drives
for their superior performance and capacity. 

Some of the major tape library manufac-
turers include the following:

� StorageTek - www.storagetek.com
� Compaq - www.compaq.com
� ADIC - www.adic.com
� Exabyte - www.exabyte.com

WINDOWS 2000
BACKUP AND RECOVERY

As mentioned previously, Networker
Version 5.7, which is currently in beta, sup-
ports Windows 2000. Version 5.7 includes
the server software, which allows you to use
a Windows 2000 server as your centralized
backup server; this version also contains
Windows 2000 client software that allows
you to back up Windows 2000 file servers. 

I am currently under non-disclosure with
regards to the features of Version 5.7 of
Networker, but I can tell you that the backup
and recovery of Windows 2000 servers
works very well. Recovering a Windows
2000 server is very simple to perform. You
simply re-load Windows 2000 on your server
and then load the Version 5.7 client software
on that server. From the client software you
tell the Networker server to recover the
entire server. Once the data has been
restored, you re-boot the affected server and
you're back in business. 

CONCLUSION

When you go to bed at night, are you
confidant your file server backups will com-
plete successfully? When it's time to do a
restore, do you cringe and pray that you will
be able to recover the data? If a file server
had to be restored, could you quickly
restore the data? A rock-solid file server
backup system is essential. A robust central-
ized backup solution can provide this.
Obviously, Legato Networker is not the
only centralized backup solution available
on the market today; however, it is the one
product that I have used extensively at my
site. Other vendors who produce centralized
backup systems include Veritas, Computer
Associates International and IBM.  

NaSPA member John E. Johnston is the owner
of a web development company that specializes
in e-commerce. John also performs contract
work on Novell, NT and Unix networks. John
can be contacted at johnj@fast.net.
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FIGURE 1: MULTIPLE NICS

Installing multiple NICs in the backup server improves overall throughout of the backup system.


