
Backup hasn't evolved at the same pace as everything else in
our computing environment. A paradigm shift in our business
computing model has occurred with the advent of the Internet,

global computing, 24x7 operations, high bandwidth applications, data
warehousing and the Windows NT/2000 operating environment. All
of these changes require that technologists take new approaches to
adapt or totally re-engineer today's "batch backup" solutions, which
do not address these evolving application environments.

New and innovative backup and data protection architectures will
have to address the three major problems, which exist in all traditional
solutions: the shrinking backup window, the overhead associated
with backup processing and the age of the data being restored.

THE DISAPPEARING BACKUP WINDOW

Compared to the business computing environments that existed
20 years ago, today's environments would be unrecognizable. The
amount of storage across all industries is exploding at an exponential
rate with the proliferation of more and larger applications, video
and audio content, databases and email. All of this data must be
backed up on a regular basis. And, although tape and bandwidth

technology improvements offer more throughput and speed, these
improvements have merely kept pace with the growth in data. Costs
rise as we increase bandwidth and purchase larger and faster tape
libraries just to keep up with the growth rate of data and minimize
the time required to perform backups. But even additional bandwidth
and tape technology improvements can no longer solve the problem.

Several years ago, a 100MB system took all night to back up
using what was then considered state-of-the-art technology. Today,
that same typical system of, say, 100GB will still take all night to
back up using state-of-the-art technology. The amount of data will
continue to expand in proportion to available bandwidth and storage
technology's capacity to support it. Backups, therefore, will continue
to take all night to complete using traditional batch backup methods.

The problem with this strategy is that many of today's corporations
never sleep, so there is no more "night" during which to complete
backup. With offices across many time zones, global corporations
require access to corporate servers and applications around the
clock. E-commerce and 24x7 online Internet applications also
require non-stop access. This results in an environment in which
backing up all of the data at the end of the "day" is impossible,
creating a backup window problem. The backup window refers to
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the amount of time, or window, during
which traditional backups may be completed.

Traditional batch backup requires that
information be backed up on a file-by-file
basis. Since individual files are backed up
and typically sent across the network to a
backup server, the process is server- and
resource-intensive and, therefore, is done
outside of business hours to minimize the
impact on normal business operations. In
addition, traditional solutions also require
that a file not be in use while it is being
backed up. If, however, a system must be
online and accessible at all times, there are
no "off hours" in which to back up all the
data from that day's operations — the backup
window has vanished.

Although everything else in our computing
environment has changed, it's been a long
time since anything about backup has
changed — and now the cost and inconve-
nience of a traditional backup solution is no
longer practical. 

CURRENT DATA IS THE ONLY
MEANINGFUL DATA

End-of-day backups, even when they are
feasible, do not ensure that restored data is
always current. Businesses today require
constant access to up-to-the-minute infor-
mation — not to restored data that may be
at least a day old when it's recovered from
last night's backup. Solving the problem
requires real-time, online backups of all
changes to the data, even though a file is
still open.

As companies do more of their business
online, continuous backup solutions are
needed to protect 24x7 operational data.
Data at all locations throughout the enterprise
must be available, or at least recoverable, at
all times. Open-file backups performed
throughout the day not only ensure accurate
end-of-day data protection, but also allow
intra-day updates. In the event that a system
crashes, data is corrupted, or a user inadver-
tently deletes a file, recent changes to the
data could be restored immediately. 

HOW TO REDUCE THE
OVERHEAD ASSOCIATED WITH
REAL-TIME BACKUP

Can a backup be performed on open files
without interrupting normal business opera-
tions? Yes, if the load on CPU, disk and
network is essentially eliminated. This can

only be accomplished by real-time backup
of only the changes to the data. Continuous
file-level backup cannot address the problem
because of the enormous overhead that it
would place on the network. Information must
be backed up immediately on a byte-by-byte
basis as it changes, rather than file-by-file
on a daily or weekly basis. Sending less
data over the network and the option to keep
a local data archive are key to reducing the
overhead associated with traditional backup.

Because less data (only the changes) has
to be transmitted over the network during
peak hours, low-cost links like 56KB/s
modems, Frame Relay, and ISDN become
viable WAN backup solutions. Remote
backup operations can be performed continu-
ously or during off-peak hours, at a lower cost
of communications when bandwidth is more
readily available. Operational overhead and
communications costs can be reduced because
only changes need to be replicated remotely.

However, more efficient WAN backup
does not, by itself, solve the problem. A dual-
pronged approach is required. By combining
local hands-free backup ("sealed vaults")
with replication of changes over a WAN to a
data center, the benefits of both short-term
local backup and long-term remote backup
can be achieved simultaneously. 

Hands-free sealed vaults can be installed
locally anywhere in the enterprise, often at
branch offices. Sealed vaults are tape library
management systems that back up data until
the tape library is full and then automatically
reuse the existing tape capacity. Tapes are
recycled within the vault and can be managed
remotely. Local backups are performed
continuously during the business day and
lost data can be restored as needed. The
automated creation of an online history of

several weeks to months of data allows
rapid, hands-free data restoration. The real
benefit of a sealed vault approach is that no
human intervention is required for handling
of tapes. Non-technical staff handling tapes
often results in unreliable backup — and
what good is a backup if you can't get the
data back?

Sealed vaults and WAN backup each solve
problems associated with data protection; but
when used together, a far more compelling
solution emerges — enabling hands-free,
short-term local backup at branch offices
and long-term, off-site data protection at the
corporate data center where trained staff can
manage the storage devices. A help desk at
the corporate data center can then easily
restore recent data rapidly, using the local
sealed vault. Older information can be
restored over the WAN from the corporate
data center, as required. 

A DATA PROTECTION
ARCHITECTURE FOR THE
21ST CENTURY

What features should you be looking for
in a data protection product?

� continuous byte-level backup to ensure
data currency

� open-file and transaction-accurate backup
� hands-free, sealed vault local backups
� WAN backup with bandwidth throttling
� fast file restoration of data that is only

minutes old
� centralized management of distributed

backup vaults
� automated on-site and off-site tape

management systems
As we move forward, backup tools must

support instantaneous data change capture
at the byte level concurrently from all
locations in the enterprise. Only by capturing
changes at a very granular level as they
occur can a backup solution provide the
data currency necessary. The currency of
restored information is only as good as the
last backup. If the last backup was just
moments ago, the data available for restore
is also current as of just moments ago.
Compared to a traditional once-a-day
backup scheme, in which hours or days
worth of information can be lost, a continuous
backup solution offers better intra-day pro-
tection of data. 

Typically, an application or file server
that must always be online and available
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will contain files that are open for read and
write access, even some locked for exclusive
write access, at all times. A continuous
backup solution, therefore, must be able to
back up all changes even if a file is under
continual modification. Just as important as
capturing changes from open files is ensuring
that files are backed up in a manner that
maintains the transactional integrity of the
data they contain. This is critically important
so that these files may be restored properly
when needed. A backup solution must provide
a way to back up applications, such as data-
bases, that may have inter-file dependencies.
For example, some databases require that
update transactions be performed in a specific
and consistent fashion across multiple files,
such as the data and index files. If the data
file and the index file are backed up in
different states, where, for example, the
data file has recorded a new update but the
index file has not, the result is a corrupted,
unrestorable database.

Archiving data must be a continuous
process that is non-disruptive. Hands-free
sealed vaults have to be made available at
branch offices and points in the network
where it is impractical or cost-prohibitive to
have onsite IT personnel. In addition to pro-
viding continuous backup for branch offices,
these vaults must require no tape handling
and must be manageable from a remote loca-
tion. If backup vaults are to be deployed in a
distributed fashion across the enterprise, it is
also critical to provide the ability to manage
all of the vaults in an easy and centralized
fashion from a headquarters location.

A continuous backup model provides
significantly better protection against the
two enemies of data: loss and corruption.
When a file is lost, for example, due to
accidental deletion, ideally it should be
recovered to the state it was in prior to its

loss.  With a real-time backup, it is possible
to retrieve the file as it existed moments
before deletion. With a traditional, once a
day backup, the file would only be recovered
to the state it existed in at the time of the last
backup, representing the loss of potentially
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WINDOWS NT SERVER BACKUP:
A USER STORY

Navellier Financial Services, an investment firm in Reno, Nev., with $5 billion
in managed investments, is saving time and money by eliminating the need to
perform time-consuming regular backup operations. Navellier is taking advantage
of real-time, byte-level backup software to back up the firm's critical data as it
changes and to instantly restore it in the event of a system failure.

Navellier is using LiveVault Corps.' flagship LiveVault software to back up all
three of the Windows NT servers that store the company's money management
and portfolio information. Every byte of that data is crucial to the firm's
success, and the loss of even one file can seriously damage its reputation in
the marketplace and with investors. After an initial backup of all of Navellier's
data, the software continuously replicates byte-level file changes in real-time,
which drastically cuts the demand on network bandwidth, frees up system
resources for the day’s computing functions, and eliminates the need for manual,
time-consuming nightly backup operations. In order to do all this, data at the
byte-level is first cached to disk and then written to an ADIC FastStor
autoloader tape library. LiveVault has a self-managing storage archive, and
both current data and historical file versions can be restored from multiple
points in time, and most restores can be quickly accomplished without tape
handling. In addition to maintaining historical versions and a current copy of all
protected data, LiveVault makes a duplicate copy for off-site storage. This
allows Navellier to remove data for off-site disaster recovery without having to
perform another full backup or sacrificing the currency of the data.

Patrick Seeber, director of information systems at Navellier, has significantly
reduced his IT department's "overhead," or the stresses on bandwidth and
financial resources that accompany traditional "batch" style backup software.
He estimates he now spends about one hour per week on backup. That's in
stark contrast to his previous solution, which required a "body" to manage system
backups at all times, as well as the hour per day Seeber used to spend managing
and checking the status of backup jobs. Further, this software requires such a
small amount of upkeep that Seeber no longer feels it's necessary to train his
new staff on the backup process, saving him three or four days of training with
each new technology employee. The time they would have spent managing
system backup can now be directed toward the company's core competencies
and fewer human resources are spent on managing the network.

"Shortly after the software was installed, the staffer responsible for assisting
me in managing backup went on leave," Seeber explained. "Before, we would
have scrambled to cover the job. Now, we have automated protection with minimal
impact on the department."

Seeber now has peace of mind because the backup runs continuously,
ensuring the availability of current data at all times. In addition, the multiple
copies of data stored in the tape library ensure that the data will always be
easily available and accessible regardless of system failure. "Knowing that I
have more than one copy of every file and that the system will run itself while
I am away allows me to sleep much better at night," he said.
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many hours of work. With traditional backup,
if the file were created since the last backup,
it would be irretrievable.

In addition to backing up changes as they
occur, a continuous backup product must
also maintain historical versions of files to
protect against data corruption. For example,
if a large order entry database becomes
corrupted in the middle of the day, all
changes, including the corrupted portions of
the file are backed up. The current version
of that file is not the version the user will
want to restore. However, because it is back-
ing up the file continuously, a continuous
backup can maintain multiple intra-day
historical versions of a file. That means that
if the database were corrupted at 4 p.m.,
continuous backup could offer restorable
versions from 3 p.m., 12 p.m. and 9 a.m., for
example.  Restoring any of these versions
would result in far less data loss than restoring
a copy from the previous night's backup. 

In order for WAN backup of more than
just the smallest amounts of data to be prac-

tical, a backup solution must offer efficient
transfer of the data as well as a means to
control backup's use of network bandwidth.
A continuous, backup solution that captures
just changed bytes will move far less infor-
mation across a network than will a full
file-based backup solution. Instead of sending
a torrent of files throughout the network
once a day, a continuous solution can trickle
small bits of information around the clock.
In addition, today's backup applications
share the network with a number of other
high bandwidth applications. If a backup
solution is to be running continuously, it
absolutely must provide a means for an
administrator to specify how much of the
limited bandwidth the backup can use. Such
a solution could offer an administrator the
ability to allocate different bandwidth limits
according to peak usage periods during the
day, or instead could allow tuning for indi-
vidual backup tasks or systems.

Users must always have access to current
data, as well as to recent historic data.

Creating multiple copies of the archived
data — one for on-site and one for off-site
storage — must be optionally available to
ensure that tapes can be taken off-site for
disaster protection, while other tapes are
kept on-site for recovering deleted or lost
files. Powerful tools that provide these ser-
vices and can adapt to our business practices
are the essence of emerging backup solutions
for the 21st century enterprise.  

Christopher Midgley is Chief Technology
Officer at LiveVault Corporation, a leading
provider of data distribution and data pro-
tection solutions. Mr. Midgley is the architect
of LiveVault, a real-time backup and storage
system for Windows NT servers. He can be
contacted at cmidgley@livevault.com.
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