Implementing a Citrix
WinFrame in a Mixed NetWare
and Windows NT 4.0 Network
remote access to the
resources connected
to a local area network (LAN) is an elusive
goal for many network administrators.
Most of us have tried both remote node and
remote control solutions, but these solutions
are either too slow or too cumbersome to
maintain. As a result, the end user quickly
becomes frustrated and quits using the
remote access system.
Citrix Systems, Inc. has developed
WinFrame, a multi-user Windows NT 3.51based remote access system that will allow
you to access most if not all of the systems
connected to your LAN from remote locations. For all of you NetWare administrators,
rest assured that WinFrame fully integrates
with NetWare, including the support of the
NetWare 4 NDS.
The WinFrame system is so feature rich
that it is impossible to cover all of its merits
in a single article. Therefore, this article
will focus on how to implement the Citrix
WinFrame in a mixed NetWare and Windows
NT 4.0 network.
The current version of WinFrame is 1.7
and provides the following functions:

PROVIDING

◆
◆
◆
◆

remote control LAN access
remote node LAN access
integrated remote node and remote control
access to LAN applications via
the Internet
◆ WinFrame server load balancing
◆ the ability to run the following
types of applications:
• Windows 32-bit applications
• Windows 16-bit applications
• DOS text applications
• POSIX text applications
• OS/2 text applications

◆ integration with NetWare
◆ integration with Microsoft networks
◆ session shadowing (allows you to see
what the end user sees on his screen)

NT NETWORKING CONSIDERATIONS
You should plan how you are going to
integrate WinFrame into your existing
network. The WinFrame server can be set
up as a Primary Domain Controller (PDC),
a Backup Domain Controller (BDC) or as a
standalone server.
If you already have a Microsoft NT
network in place, you should implement
the WinFrame as a server that is a member
of your existing domain. If you are using
Windows NT Server 4.0 as your PDC, it is
not advisable to make your WinFrame a BDC.
If you do not have an existing Microsoft
NT network established, you should install
the WinFrame server as a standalone server.
By not making the WinFrame server a PDC,
less overhead will be placed on the server,
resulting in better performance.
You will be required to choose a protocol
that your WinFrame server will use to
communicate with the resources on your
LAN. You have the following choices:
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◆ TCP/IP
◆ IPX/SPX compatible
◆ NetBEUI
You can implement multiple protocols, but
if you can standardize on a single protocol,
the overall complexity of your network will
be reduced. As I noted in the article,
“Integrating Windows NT Into an Existing
NetWare Network: Part III,” (Technical
Support, May 1998) TCP/IP is the preferred
protocol. If you already have TCP/IP
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settings cannot be saved, you can use one mandatory profile to
support many users.

Figure 1: WinFrame User Manager CONFIG Enhancement

Tip: Supporting many users with a single mandatory profile is one
of the most important factors in establishing an easy to administer
WinFrame system.
Let’s look at a case study where several mandatory profiles were
used to support many end users. The WinFrame for the GoodDocs
Hospital needed to support the following types of users:
◆ 25 application support professionals
◆ 100 medical transcriptionists
◆ 75 doctors

established on your network, adding TCP/IP support to the
WinFrame is simple. I also noted the following:
◆ If you will be accessing resources on NetWare file servers,
you must implement the IPX/SPX compatible protocol.
◆ NetBEUI is a very chatty protocol that cannot traverse routers.
You should avoid implementing the NetBEUI protocol if at
all possible.

WINFRAME PROFILES

Each group of users required access to a different set of applications.
The application support individuals needed access to the hospital’s
mainframe, several UNIX systems and several NetWare-based
LAN applications. The medical transcriptionists needed access to
the hospital’s mainframe and the medical record’s LAN-based
applications. The doctors needed access to the hospital’s mainframe
and several database applications that utilized network-attached
CD-ROM devices.
The hospital’s WinFrame administrator could have chosen to
implement personal profiles for all 200 end users. Simply establishing
200 profiles is a chore in itself, but when a new application is added
to the network that these users
required access to, all 200 profiles would require modifications.
Instead, the administrator chose
to implement three mandatory
profiles: one for applications
support, one for the transcriptionists and one for the doctors.
When a new application is
installed the WinFrame administrator only needs to update three
profiles to provide access to the new application for all 200 users.

WinFrame is the greatest thing since
sliced bread as far as remote access
to Windows and NetWare networks.

Profiles are an integral part of
the WinFrame implementation.
They contain the desktop settings
for your end users. For example,
when you add Program Groups to a
user’s WinFrame desktop, these
settings are stored in the user’s profile. There are two types of profiles
available to yo u :p e rsonal profiles and mandatory profiles. You create
both types of profiles in the same manner. The system determines
whether a profile is a personal or a mandatory profile by the threeletter extension that follows the profile name. The .USR specifies a
personal profile, while .MAN specifies a mandatory profile.
Tip: Properly using personal and mandatory profiles can greatly
reduce the administrative efforts required to support your end users.

ADDING USERS TO THE WINFRAME
There are three primary tasks that must be performed to enable
an end user to access a WinFrame server:
◆ add a user account to the Domain or WinFrame server
◆ create a home directory for the user
◆ create either a personal or mandatory profile for the user

Personal Profiles
Personal profiles can be changed by the end user. For example,
if the end user changes the color scheme of his desktop, these settings
will be stored in his personal profile. Each time the user logs off of
the WinFrame the desktop settings are saved in his personal profile.
For this reason, if personal profiles are used, users must have their
own personal profile to store their setting.

Mandatory Profiles
Mandatory profiles cannot be changed by the end user. If the end
user changes the color scheme of his desktop, these settings will be
in effect only during that session. When the user logs off of the
WinFrame, these settings are not saved in the profile. Since these
TECHNICAL SUPPORT June ‘98

Creating and Adding the User Account
Every user who requires access to the WinFrame must have a
user account. If you already have a Windows NT Domain established, and the WinFrame server is part of that Domain, you can
modify your existing Domain user accounts to provide access to
the WinFrame.
To add and modify user accounts, you must use the “User
Manager for Domains” utility that is installed on the WinFrame
server. This utility contains special enhancements that are required
to configure users for the WinFrame. When you start User Manager
from the WinFrame, you will see a CONFIG button, as shown in
Figure 1.
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Figure 2: The WinFrame User Manager CONFIG Screen

Creating a Home Directory
Every WinFrame user must have a home directory. The WinFrame
software uses this home directory to store the user’s files, programs
and settings. You can share a single home directory between many
users, but this is not recommended .
To create the user’s home directory, perform the following from
the WinFrame User Manager utility:

1. Click on the Profile button.
2. Enter the path to the home directory in the ‘Local Path’ field
as shown in Figure 3.

3. When you click on OK, the home directory will be created.
Tip: There are some bugs in the User Manager utility. There are
times when User Manager will not create the home directory. If
this occurs, you must manually create the home directory using
File Manager.
Figure 3: Specifying the Home Directory and Profile Paths

You can place the user’s home directory on another server, including
a NetWare server using the “Connect” field. If possible, you should
keep all user directories on the WinFrame server to simplify the
WinFrame setup.

Creating a Personal Profile
You must create either a personal or a mandatory profile for your
WinFrame users. If you want to create a personal profile for a
WinFrame user, perform the following:

1. Click on the Profile button.
2. Enter the path to the profile in the “WinFrame Profile Path”
field, as shown in Figure 3. The profile name must end with
the “.USR” file extension.
3. When finished, click on OK.

To add a new user, perform the following:

1.
2.
3.
4.

Start the User Manager from the WinFrame server.
Click on the User pull-down menu.
Click on New User.
Fill in the pertinent information such as Full Name,
Description and Password.
5. Click on the CONFIG button. A screen similar to
Figure 2 will be displa yed.

You should make sure that the “Allow Logon to WinStations” box
is checked. The other options and settings in the CONFIG screen
can be set in two ways. You can set them from the CONFIG screen
and these settings will be unique to the user being modified. A better
approach would be to configure these settings in the WinStation
Configuration. When you perform the customizations in the
WinStation Configuration utility, these customizations can be
propagated to all WinFrame users. This approach reduces the
administrative efforts required when adding new users. If you need
to modify one of the settings, with the WinStation Configuration
method you only need to make the change in one place, rather than
changing each user’s account settings. The steps required to add
and configure WinStations are included in the following section.

Tip: Most WinFrame administrators name the personal profile
using the format of userid.USR, where userid is the user’s WinFrame
user account name.
When you log in as the newly created user, the default WinFrame
profile will be copied to the file specified in the “WinFrame Profile
Path.” You can then customize any applications and settings for the
user. When you log off the WinFrame, these customizations will be
saved in the user’s personal profile.
Tip: If the user is set up with a personal profile, any changes he
makes to the desktop will be saved each time he logs out of the
WinFrame server.

Creating a Mandatory Profile
Mandatory profiles are an excellent choice when you need a
certain set of applications set up for a group of users. You can set
up the mandatory profile with all of the required applications for
the group of users, then configure the users to share the mandatory
profile. The users will not be able to change any of the desktop
settings when using a mandatory profile.
If you would like to create a mandatory profile for a WinFrame
user, you must first create a personal profile, as outlined in the
previous section. If you are planning to share the mandatory profile
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WINSTATION CONFIGURATION

Figure 4: Defining a WinStation for the IPX Protocol

A WinStation is a virtual session that is run on the WinFrame
server. When a remote control user logs into the WinFrame server,
a WinStation session is created for that user. When the user launches
applications, these applications are run on the WinStation virtual
session within the WinFrame server.
WinStations are associated with transport connections. For
example, if you have eight modems attached to your WinFrame
server you will need to define eight WinStations, one for each
modem. If you also want your LAN users to access the WinFrame
via the LAN, you must define one or more WinStations for each
protocol that you wish to utilize. For example, if you want
to be able to support 10 LAN users with the TCP/IP protocol,
you will need to define 10 WinStations associated with the
TCP/IP protocol.

Creating a WinStation
This example will demonstrate how to create three WinStations
associated with the IPX protocol. The following steps are required
to add WinStations to the WinFrame server:
Figure 5: Advanced WinStation Configuration

1.
2.
3.
4.
5.
6.

Log into the WinFrame using an administrator-level user account.
Open the Administrative Tools group.
Double click on the WinStation Configuration icon.
Click on WinStation > New.
Enter a name for the WinStation.
Select the appropriate Transport. IPX was selected in this
example, as shown in Figure 4.
7. Enter a comment for the new WinStation. Since we are creating
three WinStations for the IPX protocol, the number 3 was
placed in the “Number of configured WinStations” field.
8. Click on OK to create the new WinStations.

Tip: If you are creating multiple WinStations for a given transport,
as was done in this example, the WinStation configuration utility
will assign a base name and a three-digit number to each
WinStation. In this example, the WinStations were named IPX#001,
IPX#002 and IPX#003.
with a group of users, you should choose meaningful names for the
profile, such as the following:
◆
◆
◆
◆

techsupt.usr
pgmrs.usr
doctors.usr
nurses.usr

When you log in as the newly created user, the default WinFrame
profile will be copied to the file specified in the “WinFrame Profile
Path.” You should now customize any applications and settings for
the group of users. When you log off the WinFrame, these customizations will be saved in the personal profile.
From File Manager, you should now rename the profile,
changing the extension from .USR to .MAN (i.e., nurses.MAN).
Next, you must use User Manager to change the “WinFrame
Profile Path” to point it to the newly created mandatory profile. This must be done for each user that is to use the mandatory profile.
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Advanced WinStation Settings
There are many advanced WinStation configuration settings
available to you to customize the way in which the WinStations
operate. To adjust the WinStation advanced settings, perform
the following:

1.
2.
3.
4.

Log into the WinFrame using an administrator-level user account.
Open the Administrative Tools group.
Double click on the WinStationConfiguration icon.
Double click on the WinStation that you wish to modify.
You will be presented with the screen shown in Figure 4.
5. Click on the Advanced WinStation button, and the panel
shown in Figure 5 will be presented.
Let’s take a look at the major options in the Advanced WinStation
Configuration screen:
WinStation State: If a Win-Station is disabled, users may not use
this WinStation to access the WinFrame ser ver. You may wish to
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disable a WinStation if you are about to bring down the WinFrame
and you do not want any users logging in.

3. Click on Add Software.
4. In the Add Network Software box, select Gateway Service

Timeout settings - Connection: Enter a number in this field if you
wish to timeout a user after a specific number of minutes. When a
user reaches the connection limit, he is disconnected from the
WinFrame server. The user is disconnected even if he is in the
middle of running an application.

5. Click on Continue.
6. When the installation has completed, you must restart

for NetWare.

Timeout settings - Disconnection: When a WinFrame user
session is disconnected, it is actually still running on the WinFrame
server. If a user starts a long running application in the WinFrame
and is disconnected, the application willcontinue to run on the server. The Disconnection Timeout setting specifies the number of minutes before a disconnected sessionis terminated.
Timeout settings - Idle: This specifies the maximum number of
minutes that a user’s session can remain idle before the WinFrame
disconnects the session.
On a broken or timed-out connection: There are two options
for this setting: disconnect or reset. If a user receives a Connection
or Idle timeout, this option determines what is to be done with
the user’s session. If disconnect is specified, the user’s session
will still be running on the server. If reset is selected, the user’s
session is terminated.
AutoLogon: These settings are
used to automatically log the
users into the WinFrame using
a specified userid, password
and domain.

your WinFrame server.
After the installation of GSNW, you will find a GSNW icon in
the Control Panel. You should not configure any of the settings
in the GSNW applet.
The first time a new user logs into the WinFrame, he will be
prompted for either a preferred server or a default tree and context.
The preferred server, default tree and context settings are user-specific.
If one user changes his context, other users are unaffected.
Tip: WinFrame does not support the NDS APIs. Because of this,
you can not run the NWAdmin utility from a WinFrame session.

APPLICATION SETUP
There are two documented ways to install applications
on a WinFrame server: user specific and global. In this section
I will discuss these application installation methods as well as
a hybrid application installation method that can help reduce
the administrative efforts required to deliver applications to your
end users.

Although WinFrame does require quite a bit of “tinkering”
when setting up applications, the performance is very
good and the software is very flexible.

Initial Program: This setting
should really be named “Only
Program.” You can specify a command line prompt and working
directory for an application. When a user logs in using this
WinStation, the program specified is automatically started. When the
user exits the “Initial Program” application, his session is terminated.
Disable Wallpaper: This option allows you to disable the use of
the desktop wallpaper. Disabling this option helps the performance
since the screen paints will be faster if the wallpaper is not required
to be transmitted to the user’s screen.

Tip: Both the user-specific and
global application installation
methods require that each user
have a unique home directory.

User-Specific Application Installation

User-specific applications
are installed for a specific user.
All DLL and INI files associated
with the application are stored in the user’s home directory. To
install a user specific application, perform the following steps:

1. Log into the WinFrame as the user to receive the application.
2. Install the application in the usual manner.
The icons for the newly installed application will be placed in what
is known as a personal group on the user’s desktop. Personal
groups are accessible only by the specific user for which the application was installed.

Tip: Many of these Advanced Options have an option to inherit the
value from the user configuration. If possible, you should centrally
control the WinStation Advanced settings rather than allowing
them to be inherited from the user’s profile.

Tip: If the user is using a mandatory profile, you must rename the profile
from *.MAN to *.USR before installing the application. Failure to do so
will prevent the new icons from being saved on the user’s desktop.

NETWARE INTEGRATION

Global Application Installation

You must install the Gateway Service for NetWare (GSNW) if
you wish to access NetWare 3.x or 4.x file servers from your
WinFrame. The following steps are required to install GSNW:

When an application is installed using the global installation
method, the application is installed once and is available to
all WinFrame users. To perform a global application installation,
perform the following:

1. Log into the WinFrame console using an administrator
level account.

2. Click on Start > Control Panel > Network.

1. Log into the WinFrame console using an administr ator –
level account.
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From the Command Prompt, enter the following command:
CHANGE USER /INSTALL

2. Install the application in the usual manner.
3. When the installation has completed , enter the following

In this example Rumba 5.1 was installed using the global
application installation method. A Common Group with two icons
was created. Since this is a Common Group, all users have access
to these icons.
The settings for these icons are as follows:

command from the Command Prompt:
CHANGE USER /EXECUTE

After these steps have been completed, all WinFrame users will
have access to the application. The icons for the application will be
placed in a Common Group. Common Groups appear on every
WinFrame users’ desktop. If you delete a Common Group, it is
removed from every WinFrame users’ desktop.

Description: TERM1
Command Line: F:\SETUP\TERM1.WDM
Working Directory: F:\SETUP
Shortcut Key: none
Run in Separate Memory Space
Description: TERM2
Command Line: F:\SETUP\TERM2.WDM
Working Directory: F:\SETUP
Shortcut Key: none
Run in Separate Memory Space

Tip: You can determine whether your WinFrame is in global install
mode by entering the following command from the Command Prompt:
CHANGE USER /QUERY

Hybrid Application Installation
There will be times when you would like to provide an
application for many users, but need to also restrict certain users from
accessing it. A global installation would be preferable since you
would not be required to install the
application for every user. But the global installation may be unacceptable
since it allows all users access to the
application. The hybrid application can
help reduce the administrative overhead in these types of situations.
With the hybrid installation, a
global application installation is
performed. After the installation, the
new Common program group and items are created and accessible
by all WinFrame users. You should now take note of the program
settings for the icon(s) that were created during the application
installation. Next, delete the newly created program group and
items. To provide access to the application you can simply create
an icon using the settings noted previously in a personal program
group for each user that needs access to the application.
While the hybrid installation does require a considerable amount
of work to add the personal group icons for each user, you will save
time and disk space by not being forced to install the application for
each user.

The users at this sample site have a NetWare network, and the F:
drive points to the users’ home directories. Users who utilize Rumba
via the LAN have a TERM1.WDM and TERM2.WDM stored in
the SETUP directory under their NetWare home directory.
Because the TERM1 and TERM2 WinFrame icons point to
the F:\SETUP directory, users who have access to Rumba on
the LAN will also have access to Rumba on the WinFrame, using
their own TERM1.WDM and
TERM2.WDM files.

If you are planning to implement a WinFrame,
I recommend that you attend the Citrix WinFrame
Administrator Training course.

Outlook 97 is a difficult product to implement on a WinFrame
server. The multi-user aspects of
Outlook 97 are not solid. Outlook
97’s multi-user problems were
addressed in Outlook 98, but
Outlook 98 requires Windows NT 4.0. Since WinFrame can only run
on Windows NT 3.51 (so far), Outlook 98 is out of the picture for now.
In this sample installation guideline, Outlook 97 was installed on
a WinFrame server using the global installation method. All
Outlook 97 users have access to a NetWare home directory where
their personal address book and personal folders reside. The files
associated with these functions are stored on the NetWare network.
The files are named and located as follows:
Personal Folder perfolder.pst F:\SETUP\EXCHANGE
Personal Address Book mailbox.pab F:\SETUP\EXCHANGE

To perform the Outlook 97 setup for a user, the following steps
are required:

SAMPLE APPLICATION INSTALLATION PROCEDURES
This section examines how some specific applications can be
installed in a WinFrame environment.

Rumba 5.1
Rumba version 5.1 is terminal emulation software. Many companies utilize Rumba to access their mainframes via the LAN.
Each user that uses Rumba to access a mainframe must have a
unique setup file with the extension of .WDM. This WDM file
contains information about the mainframe connection type and
the mainframe terminal address.
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SETTING UP OUTLOOK 97

1. Log in as the user to be set up.
2. Configure Outlook 97 by customizing the ‘Mail and Fax’
settings in the Control Panel. You must at least specify the
user’s mailbox in the ‘Mail and Fax’settings. If you are using
Personal Folders and/or the Personal Address book, these
settings must also be made.
3. While still logged in as the user being set up, start Outlook 97.
You should receive a message stating that the short cuts must
be re-created. Reply NO to this message.
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4. Exit from Outlook.
5. Next, you must make some Registry modifications. The
HKEY_CURRENT_USER registry key must be modified on
the WinFrame for every Outlook 97 user. This is required
to solve a multi-user problem with the Outlook .fav file, which
sorts information on the Outlook Bar settings.
To modify the WinFrame registry, perform the following:

1. Make the user who you are modifying a member of the
2.
3.
4.

“Administrators” and “Domain Administrators” group
on the NT Domain.
Log into the WinFrame as the user to be modified.
Click on File > Run and type REGEDT32. The REGEDT32
program should bring you to the HKEY_CURRENT_USER key.
Browse down to the following location:

Base document Q166778. The sample in this article used unique
USR profiles.

CONCLUSION
WinFrame is the greatest thing since sliced bread as far as remote
access to Windows and NetWare networks. Although WinFrame
does require quite a bit of “tinkering” when setting up applications,
the performance is very good and the software is very flexible. If
you are planning to implement a WinFrame, I recommend that you
attend the Citrix WinFrame Administrator Training course. This
course provides many hints and tips for installing and administering
the WinFrame system. ts

HKEY_CURRENT_USER\Software\Microsoft\Office\8.0\Outlook\
Office Explorer

5. Click on Edit > Add Value.
6. Type “Favorites” (without the quotation m a rks) in the Value
Name fi e l d.
7. Make sure the Data Type field is set to REG_SZ, and then
click on OK.
8. You will be prompted for a String Value. Enter the following:F:\.
9. Close the REGEDT32 program. The registry change will
be saved upon exit
10. Copy the file I:\WINFRAME\ TRHMC.FAV to F:\TRHMC.FAV
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Note: There is a problem using a shared mandatory profile with
Outlook 97 users. This problem is addressed in Microsoft Knowledge
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